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Introduction

ArtEx is a free tool for iOS Forensics Verification, Validation, Reporting and Research from DoubleBlak.

| hope that this tool will be useful in your investigations, for research and for sparking at interest in
Digital Forensics and how important it can be to investigations.

This guide will cover the features of the application and is intended to work alongside the walkthrough
videos available from www.doubleblak.com.

If you have any issues or questions, please email hello@doubleblak.com.
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The Interface

ArtEx is designed around a single screen which encompasses numerous tabs.
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The top of the window can be broken down into 4 main parts:
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Begin Button

This is where all cases in ArtEx start. Press &2 to open the Extraction Finder.

Extraction Details and RTX Options

This will show the name and path of the Extraction and present the Save and Close Extraction options.

Menu Buttons

This is how to access Save Report, Settings and the About screen. You can also launch other DoubleBlak tools

Epoch and Mushy.
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Time Bar Options
The Time Bar controls the time period being viewed within ArtEx. It will be covered in much more detail later.

Next, are the Tabs which is where you will find all the important data. The tabs are context sensitive and
may come and go depending on the data you are working with.

| O~ |+m ™ Gutom 202305070000 @~ ] (202305140000 @+ 5,_,:.4” "o xﬁTc;c»mnumem
| & Welcome! B Devee A oo &) Keychan (@) cortacts () Temelne D Locatons 9 Drectary | r
— — W (i |

. Welcome ° TimelLine
° Device ° Chats
. Apps . Gallery
. Keychain . Locations
° Contacts ° Directory

Welcome

This user guide.

Device
The Device overview such as IMEI, Phone number, Accounts etc.

Apps
The Applications installed on the device.

Keychain
The keychain associated with the device.

Contacts
The parsed contacts from the device.

Timeline
The events that occurred within the selected timeframe (and selected parsers).

Chats
A Chat view for selected messages.

Gallery
A Gallery view for selected media items.

Locations
A dedicated Locations screen.

Directory
A directory view of the extraction.

Each tab will be covered in more detail in its appropriate section.
Finally, there is the Right Pane, minimized against the right side of the screen.

The Right Pane is used to show anything you open. For example, if you open an Image, it will open in the
Right Pane. If you open a database, it will open in the Right Pane. And so on.
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right pane.

whatever you wish.

The first icon relates to the size of the Right Pane. The darker area in the icon relates to the size of the

It can easily be switched between minimized, 25% of the window or 50%. You can also drag the size to

This will close all open tabs in the Right Pane.

This will show the Report Elements.

This will open the Directory Viewer at the path of the file being viewed.

extraction allowing you to quickly reopen them.

This icon will open a drop down menu showing the files you have recently had open in from this

B CR X

shooting.

Console View will show some of the details being logged by ArtEx. This is primarily used for trouble
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Setting Up

The first time you run ArtEx you will be prompted to decide how you intend to use it. Either on or

offline.

ArtEx does make use of an internet connection and is the preferred way to use the tool. Specifically,
parsers can be automatically checked and updated, maps can be used, and languages translated if online

(with paid licence key).
Options exist for offline use too, although they are not as convenient.

Localization Default Template
Date Format  yyyy-MM-dd ~ None

My Parsers

File Locations

Default Temp Locations

C:hUserstiwhifOneDrive \Documents At Ex Temp Browse
Locations Database

C:\Users‘iwhif'\Desktop At Ex 2" At Bx 2'bin\Debug\net 6. (+windows\\Locations Database sqlite Browse

C:\Userstiwhif'"OneDrive\Documents'\MyParsers Browse

DLLs General
@ @ Check for updates on launch [C) Show Directory View Thumbnails

[C) Check Parser Eligibility () Run Apps by Default
B Aways Process Keychain
B Guess Date Fields (SQL)

) Use Advanced 5GL Reader Locations

DLaegreﬂtr‘t,l:_i:t.lslilal_"Ls () Hide Progress Window [CJ Parse Locations by default
() Run OCR on Images (J Draw Smal Maps
() Aways Create RTX () Prompt for Tile Grabber
B Include Opinion Notes () Large Tie Cache
Cell Networks

Manage My Parsers Import Cell Tower information (GPS, Beamwidth, Azimuth etc) from sources such as OpenCelllD or the cell provider to

map cell tower connections.
View Installed Parsers Import Cell Tower Data

Check for Updated Parsers

WWW.DOUBLEBLAK.COM Cancsl Save

Manage My Parsers
View My Parsers. More about My Parsers can be found later in the manual.

View Installed Parsers
Show the currently installed parsers.

Check for Updated Parsers
Check online for new or updated parsers.

Localization
Date Format : Select the way you want the date to look.

Default Template
Select the default template that should automatically load when a device is parsed.

File Locations
Default Temp Location : Where can ArtEx place temp files?
Locations Database : Where is the Locations database for storing MapTiles?
My Parsers : Where to store My Parsers?
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DLLs
Target : Drag individual DLLs or DLL Packages here to install new parsers manually.
Folder : Click to open the DLLs folder.

General
Check for updates on launch : Always check online for software or parser updates.
Check Parser Eligibility : When opening an extraction, check which parsers will run against it.
Always Process Keychain : Always process the keychain if available.
Guess Date Fields (SQL) : In SQL Viewer, attempt to recognize which fields are date stamps.
Use Advanced SQL Reader : Run ArtEx’s custom advanced SQL code for freepage recovery.
Hide Progress Window : Minimize the progress window by default.
Run OCR on Images : Always process images using OCR.
Always Create RTX : Always create an RTX when processing.
Include Opinion Notes : Show the opinion notes; i.e. Information provided by parser author.
Show Directory View Thumbnails : Show thumbnails in the Directory View.
Run Apps by Default : Automatically run the App Parser during initial processing.

Locations
Parse Locations by default : Automatically run the Locations parser during initial processing.
Draw Small Maps : When drawing maps, draw smaller maps in the timeline.
Prompt for Tile Grabber : If ArtEx is offline, do you want prompted to manually download map tiles?
Large Tile Cache : When processing map data, this option will download more map tiles than needed.
it takes longer to begin with but will begin to pay off as the cache increases.

Cell Networks
Import Cell Tower Data : Allows you to import cell tower information for mapping connected cell towers.

Installing OCR

OCR in ArtEx utilizes Tesseract, an Open Source OCR Engine (https://github.com/tesseract-ocr/tesseract).

It is not bundled with the application itself and requires downloading from github

https://github.com/tesseract-ocr/tessdata_fast.

Once downloaded, the tessdata_fast-main.zip file should be dropped into the Target area of the settings screen
normally reserved for DLLs.

DLLs

Drag ArtEx DLLs
here to install
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Opening an Extraction

Regardless of the type of extraction you have, start by pressing the (=) button to open the Extraction
Finder.

The Extraction Finder has several tabs for opening different types of extractions.

m RTX Case @ Archive D ArtExtraction @ Backup ﬁ Folder |D File I‘Q XLS D’D Compare

rl Find File
| I ‘ Browsi)
Temp Folder
[C:\Users\iwhiﬂDocuments\ArtExTemp I ‘ Browse )

Flle Recent Extractions

Open a previously =y iPhone
4 : b]  C:\Users\iwhif\Desktop\UFED Apple iPhone 12 Pro (d53pap) 2023_04_20 (001)\EXTRACTION_FFS
saved RTX file f:@ah.ed 01\EXTRACTION_FFS zip
by ArtEx - Last Viewed : 2023-12:26

‘ Cancel ’ ‘ Open

@ RTX Case RTX Files are ArtEx’s own DB format for remembering parsed extractions.

@ (e Archives are the typical ZIP and TAR files from most extraction tools.
Archives can also be used to read UFDR files — Note that ONLY the files will be accessed. The
parsed data within the UFDR is not utilized.

a AntExtraction | ArtExtraction is ArtEx’s own connection method for connecting to jailbroken devices via
SSH. This screen can also be used for creating iTunes Backups of a connected iOS device.

@ Backup Backup allows you to read encrypted or unencrypted backups from iTunes or apps such as

3u Tools.
=1 Folder Folder allows you to process the contents of a folder as though it was an extraction.
ID File File allows you to process a single file as though it was part of an extraction.
l@] XLS XLS has several scripts for making XLS documents into databases that can be parsed by
ArtEx.

ﬁD Compare |Compare creates a list of files on the device, tables in databases and fields within tables. This
can then be used to compare against another device.
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RTX Case

RTX files are SQLite databases that store information such as the extraction’s file structure, parsed records and
thumbnails. Utilizing RTX is an optional feature to allow faster reloading of an extraction.

N @ RTxCase (®) Achive [} AtExtacion (B) Backup €1 Foder [) File [ Xt (I Compare
Find RTX
| [ Browse |
Temp Folder
[C:UsersiwhifiDocuments\ArtExTemp | [ Browse ]
RTX RecentRTX
n a previously
RTX file cféated
~.b X &F

‘ Cancel ’ ‘ Open ’

The RTX tab has a simple interface consisting of only 3 paths.

RTX File The path of the RTX file you want to open

Temp Folder The path that ArtEx can use as a scratch folder.

Recent A list of recent (and accessible) RTX files. Note that loading a Recent file will use the same
Temp Folder as was used previously.

Archive

Archives are the main type of extraction you will encounter. ZIP, TAR and UFDR are supported.

8 Rrxcase () Achve [} adEsracion () Backup € Folder [) Fie [ xS (I Compare

I] IFmd File

I
Temp Folder
[C'\Usefs\iwhmDommenIs\AnExTemp I
File Recent Extractions

n a previously iPhone

J C:\Users\iwhif\Desktop \UFED Apple iPhone 12 Pro (d53pap) 2023_04_20 (D01)\EXTRACTION_FFS
F; TX file gféated_ O1\EXTRACTION_FFS zip '

- X 2
-5

Last Viewed : 2023-12-26

‘ Cancel ’ ‘ Open ’

The Archive tab also has a simple interface consisting of only 3 paths.

Find File The path of the Extraction Archive file you want to open (ZIP, TAR or UFDR).
Temp Folder The path that ArtEx can use as a scratch folder.
Recent A list of recent (and accessible) Extractions. Note that loading a Recent file will use the same Temp
Folder as was used previously.
10
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ArtExtraction

The ArtExtraction tab introduces a few new options.

As mentioned earlier, ArtExtraction is used to connect to a jailbroken iPhone/iPad via SSH and can be used to
either extract the device or connect and process in real time which is great for research purposes.

The default LocalHost IP address, Port and User Credentials are loaded with the assumption you will be using a

SSH Tunnel via a tool such as 3u Tools.

It is possible to run ArtExtraction over WiFi by entering the appropriate IP Address, but it is considerably slower.

ArtEx also includes instructions for jailbreaking and setting up for SSH although ArtEx will not perform the

jailbreak.
— RTXCase [=] Archive D ArtExtraction @ Backup T Folder D File B XLS ﬁﬁ Compare
| IP Address Port User Password
| 127.0.01 H 22 H root H alpine H Reset_)‘ Savad_)
I Is your device checkm®8 compatible? Yes Mo  Compatibility Chart

ArtExtraction
onnectfo a live
vice via SSHfor

¢ ction orLive -

1 ) a, - ) 1 ) )
E Test Connection EJ—) Live Connection L—) Full File System Extraction @ Backup
Temp Folder

|C:\Users\iwh ifi0neDrive\Documents\ARExTemp

&

=)

)

Either enter the IP Address, Port and Credentials and press Test Connection.

Alternatively, select the appropriate connection from the Saved dropdown menu.

H H H : a 3 ul e lem Extraction
Assuming the connection is successful, the button will turn - and the [ trecomesion g B FollFie Stem Exoc

button will become enabled.

a 1 H H P ul e tem Extrachion H
Use the Brtwecomeston t6 nrocess the device in real time or the D FulfiesmemEmacion ¢ caye the extraction.

The Temp Folder path is used to specify the path that can be used as a scratch folder.

More information on ArtExtraction can be found later in the manual.

Creating an iTunes Backup

Use the Backup button to search your computer for a connected iOS device.

Assuming the device is found, it will be listed in the Connected Devices window. Use the Scan button in the top

right to search again.

11
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Ceonnected Devices

1 device(s) found - Scan

Select the device you want to extract and press Start.

ArtEx will prompt for the target location to save to.

If the device has a backup password set, you will be asked for it. If it doesn’t, you will be prompted to create one.
ArtExtraction

s onnecyba live
svice via SSHfor

orLive -

RTXCase [E Archive ] AiExtacton () Backup £1 Folder || Fie [figh x15 [ Compars

Connected Devices 1 device(s) found - Scan

on (Device @ stan
Ibroken) -
), R | No password is set. It is recommended to enable a password to get more data.
G Password 1234
o~ Set Password Cortinue

Pressing Set Password will set the password, or pressing Continue will start the extraction without a password.

The backup will begin
ArtExtraction

; onnecfa live
svice via SSHfor

action or Live. .

RTXCase (=) Archive 1, ArtExiraction (@) Backup T Foder | Fie [e xts [ compare

Connected Devices 1 device(s) found - Scan

on (Device @) start
ailbroken)
e m Cancel

Backing up...
-

d .
L t Cancel ’

When the extraction is completed, the data will begin parsing.

)

12 ;
www.doubleblak.com ArtEx User Guide
February 2024



Backup

Backup will accept encrypted or unencrypted iTunes backups.

iTunes Backup
pen an iTunes il
Backup “

&
»

B Rixcase () Achive ) AtExtacion () Backun 9 Folder [} Fie [ xts () Compare

Iy

q Find iTunes Backup
‘ Temp Folder

[c\UsersiwhifDocuments ArtExTemp

l

Backup Password

RecentiTunes Backups

() (ind )

' Open )

Find iTunes Backup

The path of the backup you want to open

Temp Folder

The path that ArtEx can use as a scratch folder

Backup Password

The password required to decrypt the backup OR the path to a dictionary file.:

Recent

Folder as was used previously.

A list of recent (and accessible) Extractions. Note that loading a Recent file will use the same Temp

Notes

e For Encrypted iTunes backups, enter the password/load a dictionary and press C===) Once the password
if found, the £l icon will change to a green tick (or a red cross in the case of failure) and the case can then

be loaded.

e The default password of 1234 will be tested without prompting.

o If a UFD file is present with the same name as the extraction, the password will be used without prompting.

e The password will be remembered in the future if loading a Recent Case.

Folder

Using the Folder Tab allows you to point ArtEx at any folder on your computer and read the contents as though it

is an extraction. The specific paths don’t matter too much in this case.

pen allfiles ina
cific folder (ie. a
rcontaining. - -

RTXCase [S] Archive L) ArExvaction () Backp ©1 Folder |7 File [i) xts [ compare

Find Folder

)

()

Temp Folder

[ciusersiwhifDocuments\ArExTemp

Folder

Recent Folders

IS)

' Open
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For example, as long as ArtEx finds a file with the name it understands, it will parse it as though the extraction is
intact.

This can be great for running parsers against a specific few files, or for quickly loading a collection of files.

Find Path The path of the Extraction folder you want to open.

Temp Folder The path that ArtEx can use as a scratch folder.

Recent A list of recent (and accessible) Folders. Note that loading a Recent Folder will use the same Temp
Folder as was used previously.

File

Using the File Tab allows you to point ArtEx at any single file on your computer and read the contents as though
it is an extraction. The specific path doesn’t matter at all in this case.

RTX Case [ Archive D AExtraction () Backup =1 Folder I Fie | xs 00 compare

rl Find File .
[ | (Browse )
Temp Folder .
[cusersiwhifDocuments AHExTemp. | (Browse )
F|le RecentFiles

Open a specific file (ie.

gqlm orplisfy

As with the Folder extraction type, as long as ArtEx finds a file with the name it understands, it will parse it as
though the extraction is intact.

This can be great for running parsers against a specific file, or for loading a single files.

Note that loading a SQLite file will also incorporate the WAL if present.

Find File The path of the Extraction file you want to open

Temp Folder The path that ArtEx can use as a scratch folder

Recent A list of recent (and accessible) Files. Note that loading a Recent File will use the same Temp Folder as
was used previously.

XLS

The XLS tab gives the option to convert XLS Spreadsheets made via reports in other forensics tools and convert
them back into a database for processing.
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RTXCase [=] Archive D ArtExtraction @ Backup T Folder ID File @ XLS D‘D Compare

A
rl Original Saurce | ~|
XLSX Source File [ I ( Browse )

Dale Format Mot Timszone assumed to bs UTC
XLS COI’]VGI‘[BI’ | Read Columns |
C?nvert XLS files to
SEE for analy8is in

AfEx

"
&

. ‘ Convet XL to SGllite |

It like goes without saying, but is important to note that the database generated will be limited to only the data

from the spreadsheet.

As an example, if you have a Cached Locations spreadsheet from Axiom, you can convert it back into a Cache.sqlite
ZRTCLLOCATIONMO table for processing in ArtEx.

- - T =
RTXCase (=] Archive D ArExtraction @ Backup 1 Folder |D File @ XL8 [ Compare
A
Original Source |RoutinediCache.sqlie ZRTCLLOCATIONMO] -]
XLSX Source File |ElCASES\CEse'I234\DD747974'1245211281222'CachedLﬂcahﬂns xlsx ‘ ‘ Browse
Date Format Note. Timezone assumed to be UTC
XLS Converter Fead oarms |
C?nvert XLS files to Reaurod Feid L5 ot
. * equired Fiel umn
%ﬁe for analyBis in
L AfEx K
i ZLATITUDE -
L
& o ZLONGITUDE "
8 P
s ZHORIZONTALACCURACY v
4 * FTIMECCTAMD. [ 1
| Convert XLS to SQLite ‘
t Cancel ’ ‘ Open

Original Source Select the appropriate source that you want to convert the spreadsheet back into.
Source File The path to the XLS file.
Date Format The date format used in the XLS file.

Press Read Columns. This will populate a list of table columns which are required. Use the dropdown list to select
the equivalent column from the XML file.

Press Convert XLS to SQLite to attempt conversion.

Upon completion, the file will be automatically parsed and will appear as a Recent File.

Comparison

The Compare feature is designed to identify differences between extractions. However, it is NOT designed to
identify differences between contents of the extraction.

A use case for this could be to compare the SQLite schema of a database.

e Does the database exist in both extractions?
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e Do both databases have the same tables?
e Do all tables have the same fields?

RTXCase (=) Archive || ArEstraction () Backup €1 Foder [ ] File [y xas (I[] Compare

- = Extraction Comparer is a beta feature for comparing SQLite schemas between i0S A
| | | Extractions.

To inititate this feature, open an extraction as normal and got to the Directory View.

XLS Con\rener From here, press the Comparer button to open the comparer tool. Enter the name of the file(s)
Use the Comparison or file extension(s) you are interested in.

Tool on Pre"'i‘?ﬁs'Y For exmaple; enter "photos sqlite” if all you want is to compare the photos sqlite database; or
Com parisdn - enter "sglite” if you want fo compare ALL .sqlite databases. Seperate multiple values with a

vailable in ~ tomma.
View)

ie. "sqlite, .db, .sqlite3"

Press "Create Database" and give it a name.

Lanch Comparison Tool
‘ Cancel ’ | QOpen '

The Comparison Tool is explained in greater detail late.

Drag and Drop

Most extraction types that ArtEx supports can also be opened by Dragging and Dropping into the main
window.

Supported Extraction types for Drag & Drop include;

e Archive
e Backup
e Folder
e File

Initial Processing
Whatever type of extraction you open, the initial process is near identical.
Step 1: The file system is identified and mapped out.
Step 2 : Parsers are checked to see if they are relevant. (if selected).
Step 3 : Device Details / Contacts / Keychain and Locations (if selected).

No timeline parsers are run at this stage. This results in a fast initial processing time but means that
additional parse time will be required during examination.
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Starting an Examination

In this section, we will start at the point that an extraction is opened and work through the various tabs
within ArtEx and look at each in depth.

Device Details
This tab will show the overview the extraction you have open.

It includes important information such as the Device Name, Model, SIM and Account information and settings etc.

B Atk — o X
This Is’s iPhone o ~ oY
( Begm ) [ \Ex\rawuns\\OS\\OS 16\Extraction|UFED Apple iPhone 11 (N104AP) 2024_01_23 (001)\EXTRACTION_FFS 01\EXTRACTION_FFS.zip '@' w
“ave Save Report Sefiings  About
Time Frame ] Duration TimeZone
Custom \znzun 1700 @~ \znzun 240000 B snapto Hour 7 Days {UTiC-05-50] Eastem Time (US € Canadal ~
‘ 34 Welcome! ' Device A ops £ Keychan @) cortacs () Timelne @ Locatons 1 Drectoy [l
‘ This Is’s iPhone i}
‘ iPhone OS 16.1.2 (20B8110) SystemVersion plst =
Accounis Settings gn
e D Accounts3 sqlite Message Retention com.apple MobileSMS.piist .
‘ thisisdfir@gmail.com Forever
iCloud Accounts3.sqlite FindMyiPhone Enabled com.apple.icloud. findmydeviced. FMIPAccounts. plis
thisisdfir@gmail com True (D L
Subscrivers ColuiarUsage.do | | Locstion Services State com apple ocationd pist
Last Updated icco MSISDN True
‘ 2024012214648 B901260071148676603  +19195794674 Setup Metnod comapple purplebuddy pist
T SetupUsingiTunes
iPhone 11 Numbers TimeZone ocattime
iPhone12,1 nternationallobieEquipmententry mobleactivationdog. 1 LA":‘EE"CE"’N:"‘:—‘("“”‘ B
253985100845978 astComputerBackuphiame data_ark pis
‘ N104AP ; ) DESKTOP-AHCP3QO
niqueDeviceD mobleactivationdlog. 1
00008030-001259123E50802E Cartier Timezone com apple preferences datetime.pist
Serialumber ivationd g 1 | LTTUE
F4GZ98TANTZN e
MobieEquipmentidentifier mobileactivationd.log.1 == WLLELE £ NSERTRARET =
5308510084597 wiFi stworkinterfaces.pis
Internationall obileEquipmentdentity2 mobileactivationd log 1 88:64.40.75:2AA7
252985100962591 Ethernet Adpter (ent dnterfaces pist
. . BA64:: |
Advertising D com appe aentrspis | | A% > e
1AF8CE3D-7379-49C6-AC87-FOD760B7EF8B o - o = ple
BA 64 40 79 DZ 06
Important Dates -
— B ; iCloud Photos
cvice Wipe containermanagerdiog.0
2023.07.01 16 16:01 (4:00) Download and Keep Originals com apple. mobieslideshow. pist
L ot False
ast KnowledgeC Ei knowledgeC db
2024.01-23 10 2625 (-5:00) iCloud Photos Enabled cloudServiceEnableLog.plist
Obiterated oblterated | | TTU€
20230701 16:1533 (400) Shared Albums Enabled cloudSsrviceEnatleLog pist
Bootstral bootstrapped True
202307.01 161527 (4:00) B

Any important value can be copied to clipboard simply by clicking it. Clicking the filename will open the file in the
Right Pane.

Apps

This tab will list the applications installed on the device. It can be run automatically during the initial process or run
separately afterwards.

L8 e B oo - Sitemon Bl cowss () Tmere [ P

142 Applications e

AlexisBarreyat.BeReal
Version:1.21.4
BeReal.
- AD4B-180C] app
il '589E-A26D48E1-50FCLCISIFDBAGDS.

ch. plotcnmall protonmail

Version:4.10.
54 AGY146IAAFIF D' =

andb 267 13

ch.swisscows.messenger .teleguardapp

Verson:32.1
Bunde/private var/containers /Bundle /Appication/EC 115806-A4 TB-4344-A832-AAT0BD0SB33E Telequard app
andb 11782855EE.

ch.threema.iapp
Veon5.72

5-69AC-4CED- (Threema app
FED:

co. alphaexploratlon clubhouse

Version:24.0

5000 cubhouse.app
DAAGAB3-FFBS4340-8BF9-65CEARIIBI0A

co.babypenguin.imo
Version:7.2.22

L AFALAFRT A-SNNCINFERR /amn 2 —1
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By default, all Apple Native applications are hidden. These can be shown by turning on the Apple button next to
the Search box.

Searching installed Apps is possible by typing in the app name in the top right corner of the window.

Each application will show its icon and app name as well as it’s Bundle and Sandbox path. These paths can be
clicked to jump directly to the appropriate folder in the Directory View.

AllTrails Health amp: Fitness

Version:17.10.0

Bundle:/private/var/containers/Bundle/Application/579F 20A4-2A3E-4171-A544-BF4AAE B4 33AF /Al Trails app | . | | 2 ‘
=] Extract Bundl £] Extract Sandb

Sandbax:/private: /Containers/Data/Application/TUAAF 121-E0E5-4982-95F3-E4DABACCEE48 B Btract Bundle. | | (& Btract Sandbor \

*Note that in cases such as Backups where the path may not be available, ArtEx will either make the link inactive,
or will navigate to the equivalent path within the backup.

Each application also has an Extract button which allows you to save the contents of the Bundle or Sandbox
directly.

Note that the icon is derived from the images on the extraction and may appear in odd colours.

Contacts

Once an extraction is parsed, the native contacts will be displayed in this table.

L el B Dees A s & rerrn B coraem (%) Tmetine G Locaters £ Oimcay
‘0 L X
o Gt GO BT ] Sores
a Liz Mobile - +1 (919) 208-4530 2023-04-24 559 PM 2023-04-24 5,50 PM addressbook sqlite [ABPERSOM
This DFIR 2023-04-15 2:00 PM 2023-04-15 2:00 PM addressbook sglite [ABPERSOM
a This Is DFIR Two. Mobile - (815) 288- 7386 2023-04-15 2.00 PM 2023-04-24 558 PM addressbook sqlite [ABPERSON

Home - thisisdfitwoi@gmail com

a e This Is DFIR 2023-04-15 2,00 PM 2023-04-15 2.00 PM addressbook sqlite [ABPERSOM

8 - This Is DFIR Two Mobile - (919) 888-7386 2023-04-24 559 PM 2023-04-24 558 PM addressbook sglite (ABPERSON
Home - thisisdfitwo@gmail com

a Thisls DFIRThree Home - thisisdfithresg@gmad com 2023-04-24 559 PM 2023-04-24 550 PM addressbook sqlite [ABPERSON

Thom De'Far Mobike - {919) 802-7080 2023.04-24 559 PM 2023-04-24 550 PM addressbook sqlite [ABPERSON

If the contact has an icon, it will be displayed. If there is no icon associated to the user, ArtEx will create one using
the initials of the contact.

Note that parsing a communications app such as Discord or Snapchat will result in additional contacts being added
to the Contacts tab.

Users can be searched using the textbox in the top right corner of the window.
Selecting and Deselecting Contacts will alter which contacts are included in any subsequent report.

Blocked Contacts will be shown as “Blocked Number” or “Blocked Email”.
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Timeline

The TimelLine is the main feature of ArtEx. It allows you to view all processed data chronologically to easily see how
artifacts interact and overlap with each other.

For example, you can see when the device receives a notification, the display illuminates, the user opens the chat
application sends a reply. Each step leaves its mark and ArtEx will show you this data.

The TimelLine tab is dependant on the Time Bar options at the top of the screen and we need to go over these in
detail.

P9 @ 9 @@ ¢

Qrun [ - rc::m FmTznzumimm -] Tm{swtmm D'"SrwhHoa i D“m Tmﬁr‘;wuwm v
1 —Run Button 6 —Snap to Hour
2 —Times of Interest (TOI) 7 —Save Time Frame
3 —Time Frame 8 — Duration
4 — From Time 9 —Time Zone Setting
5—-To Time
Run Button

Reprocess the case with the new time or parser settings.

Times of Interest (TOIl)
Set a Time of Interest — Explained in more detail later.

Time Frame
Select a predefined time frame such as “All Time”, “This Month” or “This Week”.

From Time
Select a custom start of the time of the time period you want to view.

To Time
Select a custom end of the time of the time period you want to view.

Snap to Hour
Snap time period to complete hours or allow minutes.

Save Time Frame
Save the time setting for this case.

Duration
The calculated duration between the Start and End timestamps.

Time Zone Setting
The Time Zone Setting in use.

Most of these are self explanatory, but some require further explanation which will be covered shortly.

Generally, once a device is parsed, the time period will default to the last week of data before the extraction
occurred. However, there are caveats to this and it may not occur every single time.
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The left side of the window will show the list of available parsers.

Note that if you have the “Check for Parser Eligibility” checked in the settings, ArtEx will have taken a little longer
during the initial parse to verify what files exist on the extraction and which parsers will be able to run. For
example, if no Snapchat data files exist on the extraction, then the Snapchat parser will not be present in the list.

However, if you have this option turned off, you will be presented with all parsers, regardless of whether the data
files exist or not.

The Parser List contains several parts;

% — e At the very top are 5 icons.

. _—=
ALL~ | |X, The first two ™ will expand or collapse all parser groups.
Activity X A The second two = == will select or deselect all parsers.

? Health Activity The Final icon will allow you to save the selections you currently have as a template for quicker
selection in the future.

Applications x A A Hide Graph

B8 Installed Apps Save Selections

aa Delete Template  »

Device ¥ A e

D Battery

[:J Butions These templates are referred to on the Settings screen and allow you to choose a template to

parse by default.
Camera Use

CarPlay App Usage
The second tool bar row contains a drop-down menu for selecting parser type.

Data Usage
I0S Updates
Passcode Change @ My Parsers
Plugged In . .
There is also a search box, allowing you to search for the name of the parser you want
Power Events to find along with a Clear Search button.

PowerLog Speaker

Ringer

—
BECEeH®>ZI HE

The parsers are arranged into groups and each group has its own Header bar.

Device XA

The Header bar contains the name of the group on the left and the expand/collapse A
button on the far right.

Clicking on the header title will select all parsers in the group and clicking the X
button will deselect all parsers in the group.
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Lastly, each parser has its entry which can be selected/deselected by clicking. The item

is colour coded as follows;

((M)) Data Usage

White = Unprocessed parser.

(((-))) Data Usage

Gold = Currently highlighted parser.

MDahUsage

Blue = Selected parser.

((M)) Data Usage

-/ 0 Records

Light Blue = Disabled parser.

CarPlay App Usage

No Data

Light Red = No data (ie. Files do not exist)

e Edge History

Emor

Red = Parser error.

This usually occurs due to the source file not being as

expected.

Some parsers have additional options, as seen by the ellipsis on the right side of the

button.

6’ Apple Pay Location

The ellipsis will open a mini menu for that parser.

Mini Menu’s typically contain options such as:

e  Show Media - Show the thumbnails of media files.

e  Map All/Map<200m - Create a map for ALL location records or just those with
accuracies better than 200m.

e  Show Course - Show Course/Heading information on the drawn map.

e Add Password - Add a password or password list for the specific parser.

e Allow Download — Allow ArtEx to go online to download media if it cannot be
found on the extraction.

Run ArtEx

Once you have selected the appropriate time frame and parsers the that you are interested in, press the

button from the Time Bar and ArtEx will begin processing.

The first time a parser runs, the entire data source is processed. This may take some time depending on how
much data there is. The data is cached however for faster use in the future.

Note that although the entire dataset is processed at this time, only the dependant files needed for the selected

time period will be processed.

For example; if processing Photos for a 1 month time period, the entire database will be processed, but only the

single month of images will be processed.

If you then choose to process a different month, although the database does not need to be processed again, the
new images will be and therefore, additional processing time may be required.
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The TimelLine Graph

If your time period is less than 32 days, your parsed data will be shown in a Gantt chart. This view allows you to see
all activity for the selected parsers in a quick, visual way.

eRololliofefolo

| AHMeGrlphlED & <> »Iml@l qull

90%:
80%
T0%
it 0% 2023-04-10 22.30.00
30%
20%
10%
0%
. — 2023-04-11 20230415 202304-19 2023-04-23 2023.04-27 2023-05.01 202305+
Plugged In * i |
W Pluggedin Unpiugged | [ll State Check - Plugged in State Check - Unplugged
Backlight O 1]
@ W Baougnton Bacxugnt Pt
1 - Hide Graph 6 — Graph Zoom
2 —Change Layout 7 — Graph Reset
3 — Nudge Time Period 8 — Save Graph to Report
4 —Show Time 9 — Copy to Clipboard
5 — Auto Apply
Hide Graph

Show or Hide the graph pane.

Change Layout

Change the layout between Horizontally or Vertically stacked panes.

Nudge Time Period

Change the selected time period. A single

arrow < will nudge forward or backwards 1 hour whereas a double

arrow & will nudge forward or backwards by 24 hours.

Show Time

Turn on or off the red line and time label shown on the graph as you move your mouse around.

Auto Apply

ArtEx will automatically run after any changes applied to the selected time period. With this turned off, you are

required to press O~ after any change.

Graph Zoom

These controls allow you to zoom in or out of the Graph image.

Graph Reset

Reset the zoom level of the graph image and recentre it.

Save Graph

Add the graph image as a Report Element.

Copy to Clipboard
Copy the graph image to the clipboard.

As well as the buttons listed above, the graph can be interacted with in a number of other ways as well.
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Single Left Click
Scroll the table view to the closest record chronologically to the selected time on the graph.

Left Click & Drag
Set the Time Period using the graph. Left click sets the start, letting go sets the end.

Left Click & Drag on Parser Name Up/Down
Will allow you to reorder the parsers in the graph.

Mouse Wheel
Scroll the Time Period 1 hour forwards or backwards.

Mouse Wheel + Ctrl
Zooms in to the selected time. 1 hour is added to the start time and subtracted from the end time.

Mouse Wheel + Shift
Will zoom in/out of the graph image.

The Timeline Table

Regardless of the length of selected time period, the Time Table will show all records chronologically.

ofoJolo 99 @ 99999

B @f=-| =3 Elef~  #E

1 - Deselect/Select all records. 7 — Filter Text

2 —View Settings 8 — Add to Filter Text

3-0CR 9 — Filters & Conditions

4 —Translation settings 10 — Clear Filter

5 — Show/Hide parser results 11 - Filter Locations by accuracy
6 — Search 12 — Filter media by descriptors

Deselect/Select all records
Causes all visible records to be either selected or deselected.

View Settings
Change the view settings which includes either viewing ONLY the selected/deselected or changing the font size.

Translation settings
Translates the parsed messages.
Note that this requires additional configuration which is discussed later.

Show/Hide parser results
This option will allow you to turn on/off specific parsers from the table view similar to turning items off from the
Parser List. The record will be removed from the table view but not from the graph.

Search
Search the Timeline Table for a specific word.

Filter Text
Filter the Timeline Table by a specific word.
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Add to Filter Text

Fi

Pressing the + button will add the current Filter Text to a list and allow you enter another filter term. Using this
allows you to build a more complex filter.

Iters & Conditions

This dropdown will include the mode of the filter and all the terms you entered using the Add to Filter button.

The very top item is the AND / OR operator. Pressing it will switch the search between
AND or OR conditions.

AND /OR

g All other items are the search terms entered.

drugs

assault In the example shown, ArtEx is in OR mode and so the results will include any record that
includes any of the terms included.

Pressing the top item will change the mode to AND mode and so the results will only
include any records that includes ALL the terms included.

Pressing the term itself will remove it from the list.

Clear Filter
Clears all applied filters from the Text Filter list.

Filter Locations by Accuracy

t

This filter allows you to remove location records from the timeline that have low
accuracy.

For example, selecting the 65m from the list will remove all records from the timeline
that have an accuracy higher than 65m or records that don’t include accuracy
information.

Note that use of this filter will also remove non-location records.

Filter Media by Descriptors

T S

1T B-oo- - X This filter allows you to filter media items by using person descriptors such as Male or

Female, Adult or Child, Bald or wearing Glasses etc.
These descriptors are based on Apple’s native media classifications.

Note that use of this filter will also remove non-media records.

The Table itself contains numerous standard columns including;

e Time Of Interest Indicator — The very first column will be coloured to reflect TOIl information.
e Selection State - if the item will show in a report.

e |con - A graphical representation of the activity.

e Start Time - The Start Time / only time related to the record.

e End Time - The End Time of the record (if applicable).

e  Activity — A description of the record.
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e Source — Details of where the record originated.

B@e @ | ST — Y 15 TR

Icon StartTime:

s 20230419 181223 (UTO) Pn CurentPowerlog PLSGL [PLBATTERYAGENT_EVENTBACKWARD_BATTERYUI - 1]
e 20230419 18:1228(UTO) 20230415 181316 (UTC) knowledgeC cb [ZOBJECT : 13]

s 20230419 181300 (UTC) knowledgeC.db [ZOBJECT : 145]

= 20230413 181316 (UTO) 20230415 181412 (UTC) knowledgeC db [ZOBJECT - 51]
e 20230419 18:14:12 (UTC) |2023ﬂ0‘-19 18:17:16 (UTC) knowledgeC db [Z0BJECT : 160]
8 20230419 181552 (UTO) knowledgeC db [ZOBJECT : 209
1 20230419 18:17:16 (UTC) |enzm-19 18:20:40 (UTC) knowledgeC.db [ZOBJECT : 167]
s 20230419 18:20:40 (UTC) 20230419 18212 (UTC) knowledgeC db [Z0BJECT : 178]
e 20230419 182041 (UTC) | CuentPowerlog PLSGL [PLBATTERYAGENT_EVENTBACKWARD_BATTERYUI - 2]
e 20230619 182041 (UTO) W - : CurentPowerlog PLSGL [PLBATTERYAGENT_EVENTBACKWARD_BATTERYUI - 2]
062

it

Records

Depending on the type of record, it may also include;

e MetaData — Important information about the record. This could be anything such as location coordinates,
message group information, media descriptions etc.

e Message Body — The message contents that were sent as part of the activity.

e Media Preview — The image related to the record. This could be an image from the device, or a map
generated by ArtEx to show the location record.

BB =3 ‘ _ =N — 1 -

lconStartTime

- 20230415 09:58:59 (4:00) FileName : IMG_0002JPG

Waiter: enjoy your
meal!

Me: you too

e Double clicking on the MetaData or MessageBody cell will open a right pane with a breakdown of the
MetaData information for easier copying.

e Double Clicking on the Image Preview cell will open the media item up for interaction such as zoom,
rotate, export or OCR.

e Double clicking the Source cell will open the data source for the record; databases will open to the
specific record if possible.

Original FieName : IMG_0006.0PG
Directory :

76 Records

Double Clicking on a cell may open the right pane.

Time Zones

Similar to all other forensic applications, ArtEx parses most timestamps as UTC. This UTC value is held as the
parsed records timestamp.

The time zone of the case can be changed using the dropdown menu in the top right corner of the screen. When
this is changed, the timestamps shown (in the table, graph and databases) will be shown in the appropriate time
zone.
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However, some records are not stored in UTC and ArtEx handles these differently to what you may be used to.

Records found in logs are often saved with Local timestamp information that may or may not include the time
zone offset.

If the record does include the offset, then the parser will convert the timestamp UTC and all further calculations
in the Ul will be handled as though it was a UTC timestamp in the first place.

If the record does NOT include the offset, then ArtEx has no choice but to treat it as a “Local” timestamp.

This will appear as a timestamp in the table with [Local] written next to it.

n StartTime o p

The time shown in a [Local] record will never change regardless of the time zone you have selected. It’s location
within the chronology of the table should always be correct however.

Time of Interest (TOI)

The Time of Interest feature allows you to enter details about a refined time period you are particularly
interested in such as the time of a crash or the time that a crime occurred.

Time Frame From To
‘ Custom [o2305170200 @v| [2305171700 B~ |

New Event Time Close
Evert Tile @ Cresh

elcom:

o

—{  Start Time L

3eC
Dropg

plan

2023-05-17 0200

End Time
2023-05-17 17 00

Blue

@~

e

w

splics Create New

|Delete* ]

T U T Uy 00T ESETEN TIME TUS & Cansaar

Enter a title, select the start and end dates and choose a colour from the pre-defined list. Then press Create
New. You will see it gets created in the list on the right.

From here, you can turn the TOI on/off or delete it. Once you are happy with your TOI’s, press Close in the top
right corner.

The TOl information will be shown in several locations, designed to make examinations easier, including;

Graph

The TOI will be displayed on the graph so that you can easily see the time that you are interested in and compare it to actions
on the device at that time.

12ho
20230517

U550 Exstan T 15 8 Cant

Backlight '
M sackighton [ Backiight off

Device Locked @
| ]

Device Unlocked (1] Device Locked

Table

The TOI will also display as a coloured bar on left side of the table view to indicate that this action occurred during
the TOI event.
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% 20230517 13:23:52 (4:00) 2023-05-17 13:36:08 (4:00) Backlight On knowledgeC db [ZOBJECT : 24682]
@20230517 13:23:56 (4:00) 20230517 13:23:58 (-4:00) Device Unlocked knowledgeC db [ZOBJECT : 24662]
@] 20230517 13:23:58 (-4:00) 20230517 13:26:23 (4:00) Device Locked knowledgeC.db [ZOBJECT : 24668]
@ 20230517 13:26:23 (4:00) 20230517 13:36:04 (4:00) Device Unlocked knowledgeC.db [ZOBJECT : 24676]

Chat

If the timeline data you are viewing includes Chat Messages, the Chat tab will appear and provide another way to
view the message data.

@_ Conversations [ sove chat —@
[ Allow Mukiple Selections
I - la]
e [T s DFIR Two] = +19198887386 [This Is DFIR Two]
™ 12029789960 2023-05-09 20:00:24 (-4:00) - 2023-05-20 10:57:02 (-4:00)
R | Mossages
95 413474487274 +19198887386
= 1 Messages
= R ‘ iMessages!
,q +14152149903 Date Sent - 2023-05-09 20:00:24 (-4:00)
1 Messages Date Read : 2023-05-09 20:01:51 {-4:00)
,‘ +15002952844
- e +19195794674 [Owner]
+18337720138
R | Messoges _@
92 +18556460421
= Date Sent : 2023-05-09 20:03:03 (-4:00)
’Q ;,1,9,193837"’36 Mzzlsly Read State : Unknown
O +19198667386
= ﬁﬁiﬁw Yep. The Pixel is ready when needed.
,Q ?Mmgﬁ Date Sent : 2023-05-09 20:04:11 (-4:00)
. mEw Date Read : 2023-05-09 20:04:48 {-4:00)
R | Messages
™ 1308 +19195794674 [Owner]
R | Mossages
9= 466
= 2 Messages
65082 Date Sent : 2023-05-09 20:07:41 (-4:00)
,Q 1 Messages Read State - Unknown
+19198887386
It's going. I'm in Season 4. | now remember why | didn’t watch this
originally.
Date Sent : 2023-05-09 20:10:12 (-4:00)
Date Read : 2023-05-09 20:10:21 {-4:00)
+19195794674 [Owner]
. -

1 — Conversations
2 —Save Chat Pane
3 —Chat Pane

Conversations
This pane will list all conversations found within the selected time period.

By default, only one conversation can be selected at a time and clicking the conversation will load it into the Chat
Pane.

The checkbox “Allow Multiple Selections” will allow you to select multiple conversations and show them on
screen consecutively.

Save Chat Pane
This button will allow you to save the current chat pane contents as HTML.

Chat Pane
This pane contains the chat messages which are part of the currently selected chat.
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Gallery

The Gallery tab will show media items from the timeline in a thumbnail view.

09 9 © ® ©

| Media -I Y Fiters - | Q ”\ HrdeDupIi(at:lmagu‘I Wm
Eopic Descrblon 76 Records

e Pt | o e | Pt Froios

—— Floppy disks arelike Jesus TEAM OF 1980

Waiter: enjﬁy your ‘Summer got me like it |
‘meal!

Me: you too

They died to become
the icon of saving

| DICTIONARY ATTACK!

MY BEERYOUWITLHOLD™
B IMG_0010.0PG

ransomware
operator

encryption
event planner

1 — Media Types 5 —Grouping

2 — Filter Options 6 — Thumbnail Size
3 —Search 7 — Person Descriptor

4 — Duplicate Options

Media Types
This menu allows you to refine the filter for the type of media being shown in the Gallery View. You can choose
to Show or Hide Photos, Live Photos, Videos, Screenshots, Attachments or images from Apps.

Filter Options
The Filter Options includes more filters including items that include people, are part of a specific Album or
Moment or are believed to be taken with the device being examined.

Search
A simple search for specific text along with the Clear search option.

Duplicate Options
ArtEx can show or hide duplicate images.

Grouping
Choose how to Group the messages. Options include by Day, Month, Year or Moment, Aloum or App.

Thumbnail Size
Choose the size of the thumbnail image.

Person Descriptor
Similar to the Person Descriptor on the Timeline, you can use this to build a person description and filter the
images being shown.

Double clicking a thumbnail will load the image to the Right Pane.

28 ;
www.doubleblak.com ArtEx User Guide
February 2024



Locations

The Locations tab is a dedicated view for location data and will show all items on one large map instead of the
thumbnail maps used in the timeline.

Locations parsing can take a significant amount of time. For this reason, ArtEx given you the choice of running

the Locations parser as part of the initial decode or to opt to run it manually.

The Locations tab is broken into several panes:

@

©

O E) G sources + wxu, Radius: < 5m + [T QX

42856 Records [42856 Selected]

lcon StatTme  ~ EndTime Duration Detals L

° 20230515 CocheCache 5,
15:3245 (UTO) Locations]

° 20230515 Cache [Cache 5,
15:32557 (UTO) Locations]

° 20230515 Cache [Cache 5,
15:33:02 (UTO) Locations]

° 20230515 Cache [Cache 5,
15:33:03 (UTO) Locations]

e 20230515 Cache [Cache o,
153322 (UTO) Locations]

° 20230515 Cache [Cache o,
15:33:26 (UTC) Locations]

e 20230515 Cache [Cache o,
153330 (UTC) Locations]

e 20230515 Cache [Cache o,
15:3332(UTC) Locations]

e 20230515 CacheCache 4,
15:34:13 (UTO) Locations]

e 20230515 Cache[Cache 5,
15:3453 (UTC) Locations]

e 20230515 CacheCache 5,
15:3622 (UTC) Locations]

8 (P koo i i ] 4
20230515

8 (D 5z iro Cache [Vists Entry] 34
20230515 20230515 7

B (D 5o  Isddor 0982 Cache [Vists Enty] 34
20230515 20220515 7

8 (P s Iedsore V%2 Cache [Vists Enty] 3¢
20230515 20230515 . Local [Frequent

B (D e  eersor 0540 Locations Entry] %
20230515 20230515 , Local [Frequent

8 (D 5w Ieaser 0540 Locations Entny] 3¢
20230515 20230515 Local [Frequent

B (D e e 0540 Locations Enty] >

° 20230515 Cache =
16:1530 (UTC) Locations]

° 20230515 Cache [Cache 5,
16:15:31 (UTO) Locations]

e 20230515 Cache [Cache o,
16:1532 (UTC) Locations]

e 20230515 Cache [Cache o,
16:15:33 (UTC) Locations]

e 20230515 Cache 51
16:15:34 (UTC) Locations]
20230515 Cach

. Q Eth ke oy

«

2] @ Copy Graph

RES |
2023.0514
[ ——
»
W cachel ons] B Coche Vsts) [

@)

2023.05.22 2023.05.26

2023.05.30

Q&[] 6o () Radi Options + A (T) 3 Connect Locations

[ copy Map

w

"4 @ OpenStrestMap contributors

Overview

roject

7/

Qr"”‘?‘"
Lo 1

= horris Niclearly \

PUSES ¢ SRS (

SO
Hally Springs
A
e Erergdis N\

Fugquay-Varina

2

selected Marker D D {3 ] 5

?

@y
{ éﬂdguﬁm

® OpenSureetilas contriutor

1 —The Locations Table View

2 — The Locations Timeline Graph

3 — Location Main Map

The Locations Table View

4 — High level overview
5 — Selected Record Close-Up
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leon  StariTme  « EndTime Duratien Detals Lattude This table view includes all Locations record within the

2023-1209 202312109 L Local [Frequent . . . .
e 014929 (UTC) 163314 (UTC) 144345 Locations Entry] ~ ©11718485 selected time period, including;
20231209 Local [Frequent .
L] 16:33:14 (UTC) Locations Bxt] ~ °1-1718485 ° Selection State
2023-12-12 2023-12-13 e Local [Frequent
L] 221538(UTC)  210738(UT) 22520 Locations Enty] 011718475 ° Label
-] S i IR Y7 e StartTime
o BRI A (oot by 51159458 e  EndTime (if available)
] G BT fpseting IR E P e  Duration (if applicable)
[ T Cache [Vists Entry] 511718478 e Details (such as the origin of the record or MAC
L] @?ﬁ&%ﬁm Cache [Vists Entry] 51.1718479 address etc)
2023-12-24 Cache [Cach . i i
2 Q Frera Coche Cache 511718479 Zantude & Longitude
2023-12-24 Cache [Cache L] Ccurac
a 9 04:36:56 (UTC) Locations] 51.1718479 Y .
= Q 20231224 Cache [Cache g1 170000 e  Speed (If available)
04:38:21(UTC) Locations] . . .
e 20231224 Cache [Cache e  Course (if available)
9 04:38:22 (UTC) Locations] 51.1718479 .
a 20231224 Cache [Cache e  Source ID (Typically the ROWID from the
Q 04:39:33 (UTC) Locations] 51.1718479 atah
) 2023-12-24 Cache [Cache . atabase)
04:46:46 (UTC) Locations] 511718479
s 2023-12-24 Cache [Cache 5 o Parser name
04:50:42 (UTC) Locations] 51.1718479
2023-12-24 Cache [Cache
o Q 04:50:43 (UTC) Locations] 51.1718479
2023-12-24 Cache [Cach
o Q 04:53:59 (UTC) Locatiors] | 511718479
2023-12-24 Cache [Cache
a Q 05:01:11(UTC) Locations] 51.1718479
2023-12-24 Cache [Cach
a 9 05:0723 (UTC) Locations] 511718478
2023-12-24 Cache [Cache
o 9 05:07:24 (UTC) Locations] 511718479
2023-12-24 Cache [Cach
L Q 05:08:21 {UTC) Locations] 511718478
2023-12-24 Cache
L 9 05:08:22(UTC) ol el R
2023-12-24 Cache [Cach
o 9 05:08:34 (UTC) Cocheache 51171847
- M 2931724 Cache ICache R
7174 Records [7174 Selected]
— Switch Layout will reorganize the view between horizontally or vertically stacked panes.
Match Bounds will filter the records in the table to match the bounds of the map being

viewed.

Sources will open to show the Locations records that were found and allow you to turn on
or off any of the sources.

= @®&| Each Source may have a sub-source and each can be turned
153436 / 160038 Records .
on or off independently.

8 Cache sqlite (137076 / 137076)

(s} Sources ~

il

-] K . . . . .
B roquent Loostons (55 560) Each item has 2 numbers next to it within parenthesis. The
;@ Vehicle Events (226 / 226) . . . . .
@eros s 570 7). first number is the number of items withing your selected
/ Bosche_encrypted sqits (12567 12507) time period. The second number is the total number of

BWiFi Location (11635 / 11635)
: ~@Cell Tower Location (73 /73)

BLTE Col Tower Loceton (39 659) records found.
B Threebars sqite (2111/2111)
@Biome Location (0 / 782)

Radius Selection will filter the records being shown by their Accuracy value, allowing you

KM, Radius: < 25m - . .
to focus on just the higher accuracy records.

. . Select All and Deselect All will select or deselect all records in the table.
The selection state of the records in the table will be reflected in the markers shown on
the map.
9 Create Flipbook will create an animated view of the selected location records and is
= covered in more detail later on.
= Export to CSV will export the contents of the Table View into a CSV file.
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(-,:) Label Marker will include the timestamp of the record on the map alongside the marker.
: Only the records selected in the table will be affected. More details can be found shortly.

:Q x Search and Clear can be used to manually filter the table or clear the search.

The Locations Graph

The Locations Graph is functionally similar to the TimeLine graph.

« > MW

%_;J D_D Copy Graph

2023-05-05 2023-0509 20230513 20230517 2023-05-21
TE) Conmiamed Usivass Tva
- =
Local Frequent Locatens] [l cache_encrypledB [WiF Locaion]

o ' 1 L] il Tt m

[ cache [Cache Locations] [ Cache (vists] [ Local [Venicie Events]

®

& » Nudge 24hrs forwards or backwards.
This will affect the overall Time Period being viewed.
. Reset View will reset the state of the graph.

£+ Add Element will add the graph image to the Report Elements.

E_EI CopyGraph | Copy Graph will copy the graph image to the clipboard.

As with the TimelLine graph, you can use the mouse to refine the time period or scroll forward/backwards in time.

The Main Map

Q Q I:I Go @ Radii Options ~ ’ ® R Connect Locations [Cﬂ Copy Map _
= 1~
2 : e >
///~/.r > o
o’ /'_J— y =
//’ w1 /
o p 4 .
7 ;‘,5/ g
V
/
<)
LT S
[ Duke Energy /A
- Harris Nuclear B /
‘3 Plant o ko WAl (/
2 ol T v
' i (- = A
R s /'r’:,,m,w.m' y: d
XSRS Sl /
= P T——

\
f
1
|

/
J

A _ﬂf;:;; \ 2 ©Ol:en5hthapcontrﬁ:utou
Q& Map Zoom can be used to zoom in or out of the map.
Pressing it once will temporarily open a slider for faster zoom controls
a&l |
v
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[ leo|| Jump to Location lets you directly enter GPS Coordinates (decimal format) and
immediately jump to that location.

(=) Radii Options ~ Radii Options allows you to change the opacity of the Accuracy Radius or hide it
altogether.
X Highlight Marker will draw an arrow to the record(s) you have selected in the Table View.
3 ASTR T
o 30
|5

i
© Course will draw an arrow on the map to indicate the direction of travel for each marker
on the map (if available).

- 5

4% Connect Locations Connect Locations will draw a line between the Wifi and Cell Tower Locations found in
the Cache_EncryptedB database and the temporally closest record from the cache.sqlite
database. _
fq ‘~r" P~ - Theinitial reason for this feature was to

' Cwd \ demonstrate why the cache_encryptedB records
could not be trusted as the location of the device
at the time shown.

-2y S, i
« \ NC
N\ it ) NCt
\ B « y 3
A 7 y £ ~ESE
< _~FuquayVarinal

© custom Markers - Custom Markers allow you to add custom locations to the map and are discussed in more
detail lower down.
¢ Clear Drop Pin will remove any drop pins you have added to the map.
Drop pins are discussed shortly.
[ copy e Copy Map will copy the map image to the clipboard.

Map Navigation
There are several options for navigating the map aside from the simple zoom options in the tool bar.

1 — Double Clicking on a record in the Table View will center the record in the main map.

2 - The Mouse Wheel can be used for zooming in and Out of the map relative to the location of the mouse
pointer.

3 —Single Left clicking anywhere on the map will recenter the map around the selected location.

4 — Left Click and Drag will create a box to zoom to.

5 — Keyboard cursor keys can be used to move the map around.
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Map Tools

Drop Pin — Pressing SHIFT while Left clicking on the map will
drop a pin. This is a way to temporarily mark a location of
note.

Measure — Once a pin is dropped, continuing to hold SHIFT
while moving the mouse will draw a measurement on screen
between the Pin and the current location of the mouse
pointer.

Releasing SHIFT will stop drawing the measurement and will
leave it in its current state.

Press x to remove both the drop pin and the measurement.

Find Record — Hold CTRL and click on a marker on the map to
jump to the appropriate record in the table view.

Markers Labels
There are several options for labelling markers on the main map.

Option 1

The first, and simplest option is to select the records you are interested in on the Location Table and press the

(Dbutton.

This will turn the Timestamp label on for all selected records. This is indicated in the Table view with a C] icon

in the second column.

v ]

B0 Q et
@o Q m}ﬁm
Tl (e EEED
8o Q e

20230516
@o o 18:52-00 (UTC)

It will also place the Timestamp label on the map in the default location next to the appropriate marker.

Cache [Cache
Locations]
Cache [Cache
Locations]
Cache [Cache
Locations]
Cache [Cache
Locations]
Cache [Cache
Locations]

356161227

356159879

35.6158427

356157121

356155757
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Pressing C) again on a record that already has Marker Labels turned on, will turn the marker label off.
Option 2

Move your mouse over (or close) to a marker while holding SHIFT and CONTROL to show the timestamp of that
specific marker. The selected marker will be whichever is the closest to the mouse cursor and you move
around, the selected marker may change.

; .I " =

2023-05-16 7:43:29 PM

i

12m | 2023-05-16 7:43:24 PM

Left Clicking while still holding SHIFT + CONTROL will lock the timestamp label in place and you will see the ©
icon appear in the Table view on the appropriate record.

Option 3

If you know the specific marker on the table you want to highlight but cannot find It on the map view (or it is
obscured by other records), double clicking the row in the table while pressing CONTROL and SHIFT will lock in

“ n

your chosen record and you will see that the record shows “...” where you normally see the () icon.

Now, with SHIFT + CONTROL pressed down, you can move your mouse anywhere on the map and the label will
always point to your selected record. Left click to lock in the location of the label on the map.

Option 4

Press the Right Mouse Button on a map marker while holding SHIFT + CONTROL will result in a similar outcome

as option 3. The associated record will show “...” and now regardless of where you move your mouse, the
timestamp label will always point back to the selected record.
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Custom Markers

Custom Markers allow you to place a more permanent marker in a location relevant to your case.

Current Marker options include House, Car, Scene, Fire, Dump Site, and each marker can be shown in a different
colour; either Red, Blue, Green, Purple or Orange.

Select a marker type and color and click on the map to place.

) I/ / .. Searcy Drive
! ]
nnect Locations 0 Custom Markers ~ * nart
Saunders Lake Dam
I. Edit Custom Markers 2 '
=
x Clear All Markers %A \
? I \
E"& ‘o Home Marker » | o Red . g |
e Scene Marker 3 0 Green Jicarilla Lan, - '\?.
. : S\
o Dump Marker 3 0 Blue } ‘%} Denson Road
] A
| ° Vehicle Marker » o Qrange . g-ll
} Fire Mark : ;
\ 2 o ire Marker 3 e Purple g
s = [ ?
= y : = ,rf Searcy Drive
| e r / I{
H = - %’ﬁvsd Court @
. S ——— s €
SN | ._—— { A
i ‘l\ ]

This marker will remain persistently in the selected location.

To alter or rename the marker, press Custom Markers > Edit.

Custom Markers X

| Name
Home
@ Home b 4

Type
Home —
Colour
Blue —
o -
Position

35.54540796.-78.75004578

Save

It is quite common that upon first loading the Locations screen, the entire map will be presented in a mass of
orange.
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© OpensStreetMap contributors

This is not an error but reflects the number of records parsed. Zooming out will give a clearer picture of what the
cause of the orange screen is:

© OpenStreetMap contributors

Reducing the Sources or changing the Accuracy Filter is a good way to remove these low accuracy and
troublesome records.

Creating a Flipbook

A Flipbook is an animation of the location data that can be either presented as a HTML document to scroll
through or as an MP4 video.

Start by highlighting the records you want to include in the Flipbook.
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B G sore oo - BB E D ——ax

Icon  StartTime A_ Duration Details.
20230513 Cache [Cache
16:55.05 (UTC) Locations]

The press the Create Flipbook button E’—] .

A new tab will open within the Locations tab and will present the FlipBook options.

Build FlipBook

Pages 37
Title This Is’s iPhone

B Include Radius on Overview Map B Include Speed (ff applicable) B Custom Markers on Detail Map

@ Include Radius on Detail Map @ include Course

This window informs you of the number of pages in the flipbook (relative to the number of records highlighted)
and gives the opportunity to give the Flipbook a title.

You then have some options:

1 —Include Radius on Overview

2 — Include Radius on Detail Map

3 —Include Speed (if applicable)

4 —Include Course

5 — Custom Markers on Detail Map

When you build the Flipbook the tab will update with the results.
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[Cocstons Dvervien % 115 155 P

@ 'Q Cache [Cache Locations]

ArtEx

() 2023-05-16 19:36:29 (UTC)

NC 55 "'7 “ & % ’P

Hiltgg, o

*h
re Road

"oy

9, 9

© 35.6252231, -78.8201766

© ®

€D 64.8kph | 40.3mph

(- 8m | 26ft g

1 - Locations Tabs 7 — Detail Map shows a close view of the current record.

2 — Play/Pause and Play Speed will auto-scroll though the pages. 8 — Overview Maps shows a higher level view of the current record.
3 —Parser Name 9 — Coordinates of the current record.

4 — Save Options (Copy to Clipboard, Save to HTML, Save as MP4) 10 — Accuracy of the current record.

5 — Manual Scroll. 11 - Accuracy of the current record.

6 — Timestamp of the current record

Saving Flipbook
Flipbooks can be saved as either an interactive HTML report or MP4 video using the buttons shown in the image as item 4.

To save as an MP4, you will need to have FFMPG installed at the default location on your C drive (C:\FFmpeg). Download
FFMPG from https://ffmpeg.org/download.html.

Offline Use

As an offline user, you have two options to make use of Map data.
Tile Grabber

When you try to use maps in ArtEx while offline, you will be prompted to use Tile Grabber by inserting a USB Drive and
selecting the drive from the list.

ArtEx will copy a small tool to the USB along with a list of required map tiles. Once finished, take the USB to an internet
connected computer and run the TileGrabber.exe.

TileGrabber will download all required tiles and once finished, return the USB to the original computer for ingestion.

38 ;
www.doubleblak.com ArtEx User Guide
February 2024


https://ffmpeg.org/download.html

Custom Tile Server
Setting up your own OpenStreetMaps server on the inside of your network is another alternative.

Create a text file called CustomMapTileServer.txt which contains only the URL of your server. Save this file in the root
directory of ArtEx.

Directory
The directory view allows you to navigate the file structure that has been parsed.

It is split into 2 main sections: Tree View and Table View.

[=] logs |:|q x =1 ﬁg E Bookmarks + ['_j - D‘E @- L';-‘Jg = %Flat\hm =7 Extract Folder I
@_ [2] Managed Preferences . \ filesystem2 \ mobile \ Media \ DCIM \ 100APPLE —@
21 mobile lcon  FileName FleExtension  FileOffset FileSize_Bytes FieSize_MegaBytes  LastModfied Acces
[21 .ssh D
[21 Applicatons ) me_oo02 HEIC HEIC 22185656... 1536097 1 2023-02-20 04:10:38 (U... 202¢
Containers
:Dncumems ) mMG_ooo2Mov MOV 22187192 2364280 2 20230220 04:10:39 (U.. 2027
Paj Downloads ™) MG_o003 HEIC HEIC 22189557 . 1612472 1 20230220 04:20:03 (U.. 2027
2] Library I MG_oo03 MoV MOV 221911700.. 2384592 2 20230220 04:20:05(U.. 2027
B8 Media ™) MG_oo04 HEIC HEIC 22193554 1517719 1 20230220 04:20:21 (U.. 202%
J
:A"‘ a'; M mGc_ooo4.mov MOV 27120655.. 2206817 2 2023.02-20 04:2022 (U... 2027
arloc
I . . -
Py Bosks ™) MG_ooos HEIC HEIC 22195072 1648472 1 20230220 06:13:24 (U 2027
£21 00 ) MG_ooos MoV MOV 27131862 1913117 1 20230220 06:13:25(U.. 202%
[2] misc ™ MG_oo06 JPG JPG 22196721 130421 0 20230220 18:36:48 (U 202%
:mm PLE I} mMe_o007 HEIC HEIC ~ 27133776.. 1836983 1 20230220 22:59:36 (U.. 202°
1MAPPLE
™) MG_ooo7 Mov MOV 27135613 767749 0 20230220 225036 (U.. 2027
[Z] Downloads
[=1 EnhancedAudioSharedKeys ™) MG_ooos HEIC HEIC 22106851 2874148 2 20230220 231125(U. 202%
[12] Espresso ™) MG_ooos MoV MOV 22199726 1505384 1 20230220 23:11:25 (U 202%
[3 Tunes_Control I} me_oo09a HEIC HEIC 22201231... 1634122 1 2023-02-21 02:00:31 (U... 2027
[21 MediaAnalysis ;
) me_oo1oHEIC HEIC 271363811 1172648 1 20230221 02:16:10 (U... 202:
[Z] PhotoData
31 Photos U Folders | 1032 Files |
||

1-Tree View
2 —Table View

The Tree View shows only folders in an open or closed state. Clicking on a folder to open it will show all folders
inside and will also update the table view to show all items inside it.

Clicking on an open folder will close it.

The Table View will show all items inside the currently selected folder.

eclcfifoclololo ©9 @ O

©0

‘ |Q xl.lﬁ_ﬂl ﬂ Bookmarks vltﬁlcvvl%lgl # - | | El% F\at\fiewl@ Open External [ijaﬁradltems |1
D \ filesystem2 \ mobile % Media % DCIM \ T00APPLE % I
1 —Search Options 8 — Hex Search
2 —Show Folders in Table 9 — Hash Files
3 —Open New Directory Tab 10 — Export to CSV
4 — Bookmarks 11 - Flat View
5 — Extraction Comparison 12 — Extract Folder
6 — Time Filter 13 — Extract Items
7 — Show Thumbnails 14 — Breadcrumb Path
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Search Options
Type in the name of the file or folder you are interested in and press Q.
Press X to clear the search.
Note that using the Search feature will disable the Tree View until X is pressed.

Show Folders in Table
This option will turn on/off folders from showing in the main Table View.

Open a New Directory Tab
This will open another directory tab, allowing you to work in multiple paths at once.

Bookmarks
Bookmarks allows you to save common paths that are interesting and quickly navigate to them in the future.

Add Bookmarks by right clicking on a file and select the “Bookmark” option.

|| assets phst PLISI 10418807... Y/
fal
5
: m] Copy Path
- ump to \filesystem2'mobile\Libra aches\com.apple.routine Z
Cache.s &= p to \filesy 2\mobilé\Librany\Caches\ ppl ined', 32
: ) - . routi
Mﬂ Cache.d [7  Open New Tab at \filesystern2\mobile\Librany\Caches\com.apple.routined\ T
Q View in Hex Viewer
) cClient 47
len S-F [} Bookmark \filesystem2\mobile\Library\Caches\com.apple.routined\ I

™ Sland V9 cndien eMIITE  1n2000n7 on

The path will be added as a Bookmark that can now be used at any point to jump straight to the bookmarked
path.

s (:) TimeLine \u\f Location

.’_‘_ ﬁ Boukmarksv[ij'ﬁﬁ@'%
\ con E com.apple.routined

[e— E 100APPLE —
I:‘_ Bookmark Manager

16

Use the Bookmark Manager to remove Bookmarks that are no longer required.

i Bookmark Manager Close
* | 100APPLE
\filesystem2\mobile'Media\DCIM\100APPLE

x| com.apple.routined
ffilesystem2\mobilelLibrary\Caches\com apple routined\

Extraction Comparison
This will be explained more in a separate section of this manual.

Time Filter

This option allows you to apply the selected time period to the files in the Directory View. i.e. The files visible in
the Directory View will only be the files that were Created, Modified, Accessed or Changed (depending on your
selection) within the time period selected. Note that you can only choose one timestamp at a time as a filter.

Show Thumbnails
This button will turn on/off the thumbnail view of media files within the Directory View.
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koon Thumbead Fledlame. FlePath FleStenson  FleOfset FloSze Bytes  FieSae Comprean FleSae_Megabyte LastModfed Acceased Changed

Vilesystem.. HEIC 27149885 2184403 2184403 2 2023-02-2.. 2023-022.. 2023-02-2.

\filesystem.. HEIC 22247806.. 1931797 1931797 1 2023-02-2.. 2023-02-2.. 2023-02-2.

Note that each directory will be processed at the time the directory is accessed and will potentially take a long
time depending on the amount of files present. Thumbnails will be cached to enable faster reloading.

Hex Search
ArtEx allows you to search all selected files for specific terms. More about Hex View will be discussed later.

@ Enter the search term and press the F 10 add the item to the list.

| |E| Select an item and press x to remove it from the list.
Line ®

Telegram

*Note that this is case sensitive.

Search Selected Fles Press ‘Search Selected Files’ to search the currently selected files.

This will search the selected files and open each file up to highlight the results.

10 dial Himas |
e
- g
Offset (hex) 00 01 02 03 04 05 06 07 0A 09 OA OB 0C 0D OF OF Data Interpreter
[ 9053 51 4C 63 74 65 20 66 6F 72 60 €1 74 20 33 00  SGlite format 3. 00 DD 00 00 00 0D 00 00
JORr R

o 1010 00 02 02 00 40 20 20 00 00 00 30 00 00 00 52
©0000020 00 0O 0D 0O G0 00 00 00 00 00 00 1 00 00 00 04 Valuo
00000030 00 00 00 00 00 00 00 00 00 00 00 OL 00 00 00 00

00070 0F F8 OF FE OF F1 OF EC 00 00 00 00 00 00 00 00
o 5000 00 00 00 00 00 0O 00 0O 0O 00 0O 00 00 0O 00

0000050 00 00 00 00 00 U0 00 00 00 00 00 00 00 00 00 00
000000AD 00 0O 00 0O 00 00 00 00 00 90 00 00 OO 00 00 OO
B0 0C 00 00 00 0 0 00 0O 00 00 00 00 00 0O 00 00

150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
7000 00 00 00 0 DO 00 DO 00 00 0O 00 00 00 00 00
B0 00 00 00 00 0 O 0D 00 0O 00 00 00 00 0O 00 0O
C000 00 00 00 00 00 0O 00 00 0D 0O OO 0D 00 00 00
D000 00 00 00 00 00 00 O 0D 00 0O 00 00 0O 00 00
E0 00 00 00 00 00 DO 00 0O 00 00 0O 00 00 00 00 00
FO OO 00 00 00 00 00 00 00 00 00 00 CO 0D 00 00 00
000 00 00 00 00 00 0O 00 00 00 00 ©O 00 00 00 00
1000 00 00 00 00 00 00 00 00 00 00 0O 0D 00 00 00
2000 00 00 00 00 00 0D 0O 00 00 00 00 00 0O 00 00
3000 00 00 00 00 00 00 00 00 0D 00 0O 00 00 00 00
4000 00 00 00 00 00 0O 00 DO 00 0O GO 00 00 00 00
5000 00 00 00 00 U0 00 00 00 0D 00 00 00 00 00 00
€000 00 00 00 00 00 00 00 00 00 00 CO 0D 00 00 00
o 7000 00 00 00 00 00 GO 00 00 00 00 GO 00 00 00 00
00000280 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Hashing
Pressing this button will has the selected files which will be shown in the table view.
Pressing the down arrow on this button will give the choice to hash all files in the view.
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Export to CSV
This button will save the information in the current view to a CSV file.

Flat View
View all files in and below the currently selected folder regardless of the directory structure.

Open External
Extract the file and launch it in the default windows application.

Extract Items
Pressing Extract Items will open the Extract Files window to give you options and control over how the data is

exported.

Export Source Export Paths Export Container
O Selected ftem © Rebuild Folder Hierarchy © As Files & Folders
() Curent Folder () Exportasis ) As Fip
() Cument View
Cancel Export

Export Source

e Selected Item(s) — Extract ONLY the selected item(s)
e  Current Folder — Extract all items in the current folder.
e Current View - Extract all items in the current view.

Export Path

e  Rebuild Folder Hierarchy — Maintain the file path of the extracted items.
e  Export asis — Ignore the hierarchy and just export the files.

Export Container

e As Files & Folder — export the files/folders to the desktop as files and folders.
e AsZip —Save the exported data in a zip file.

Breadcrumb Path
The breadcrumb path will show each folder in the path to the currently selected file and allows you to jump to
any folder by clicking on the specific part of the breadcrumb path you are interested in.

Clicking on the folder at the start of the breadcrumb trail will allow you manually enter the path you want to visit.

The Table View

The Table itself contains numerous fields although not all fields are visible at all times. It often depends on the
type of extraction and the options selected.

lcon  Thumbnail FieName FiePath FieExtension FieOffset FieSize_Bytes  FieSize_Compresse FieSize_MegaByte: LastModfied Accessed Changed Creation
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Icon — An icon representative of the type of record (Folder, File, SQLite, Symbolic Link etc).

Thumbnail — The thumbnail view of the file (if applicable and selected).
FileName — The name of the file.

FilePath — The path of the file.

LinkPath — The symbolic link path (if applicable).

OriginalPath — The Original path (applicable to backups or UFDR).
FileExtension — The extension of the file.

FileOffset — The offset of the file (applicable to archives).
FileSize_Bytes — The size of the file in Bytes.

FileSize_Compressed — The compressed size of the file (in Bytes).
FileSize_MegaBytes — The size of the file (in MegaBytes).
LastModified — The Last Modified timestamp of the file (if available).
Accessed — The Accessed timestamp of the file (if available).
Changed — The Changed timestamp of the file (if available).

Creation — The Creation timestamp of the file (if available).

Mouse Clicks

Left clicking on a record will select it.
Double Clicking on a record will attempt to open the file in the Right Pane. By default, ArtEx will try to open the
file in the appropriate viewer but will default to Hex.

Right Clicking on a record will present a Context Menu.

BPrIOE

=

Copy Path
Jump to \filesystem2\mobileiMedia\PhotoData\ Thumbnails\W24\DCIMYT0DAPPLEVIMG_0006.JPGY

Open New Tab at \filesystern2\mobile\Media\PhetoData\ Thumbnails\ V23 DCIMY 100AP PLEVMG_0D0G.JP G,

View in Hex Viewer
Extracted Selected File(s)
Bookmark \filesystern2\ mobilet Media' PhotoData\ Thumbnails\ V2ADCIMYI 00APPLEVIMG_DD06.JPGY

Copy Path will simply copy the path of the file (including filename) to the clipboard.
Jump to will navigate the Directory View to the selected file; this is most useful when used in conjunction with
the Search feature.

Open new Tab will open a secondary Directory View tab at the path shown.
View in Hex Viewer will open the file in ArtEx’s Hex Viewer.

Extract Selected File(s) will launch the Extract Iltems view.

Bookmark will add the path of the file to the Bookmark list.
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Right Pane

The Right Pane can be used to open files of many different types. Each type will present in context to
the file type.

Hex View

The Hex View can be launched by Right Clicking on a file and selecting View in Hex Viewer. It will also be the
default view when opening a file that ArtEx cannot automatically recognize.

The Hex Viewer can be split into 4 parts: Hex View, ASCII View, Data Interpreter and Search.

Offset (hex) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Data Interpreter

@— 001D76B0 00 00 00 00 07 OC 95 AO OE 7E FF 41 C5 84 SA E4 ||...... ~9ah & 41 CS 84 9A E3 EA ED 03

001D76C0 4E F8 B6 63 6F 6D 2E 61 70 70 6C 65 2E 4D 6F 62 | | Ne9com.apple.Mob v

001D76D0 69 6C 65 53 ileSMSIMG_8682.h Desc alue

001D7€E0 65 69 €3 61 eicat_0_E48DA0B2 (RS A?22777)

001D7€F0 2D 36 43 38 -6C8A-4DA3-9AB6-

001D7700 43 44 36 38 cpesacaiaees.t.. |UTF7 AAGSH

001D771000 09 01 09 UTF8 Afeoeol

001D7720 08 08 08 08

001D7730 08 08 08 08 UTF32 Lo

001D7740 08 08 08 08 BINARY 01000001 01000001 01000001 01000001 010.

001D7750 00 00 00 00

001D7760 00 00 00 00 | L

001D7770 07 OC 95 A0 . < |int16 (LE) -15039

001D7780 6F €D 2E 61 om.apple.Mobiles Ulnt 5049

001D7750 4D 53 49 4D MSIMG_1324.heica G 4

001D77A0 74 SF 30 SF t_0_DCA414AD-857 |Int16 (BE) 16837

001D77B0 36 2D 34 46 6-4F28-AF84-E273 |y

001D77C0 38 38 42 31 88B1756F.L. .... 56 oEas

001D77D0 08 08 08 08 Int32 (LE) -1702574783

001D77E0 08 08 08 08 Uhm(LE) 2592392513

001p77F0 08 08 00 08 08 08 08 08 08 01 00 00 00 01 00 00
001D780001 07 00 00 00 00 00 00 00 00 33 00 00 00 00 OO
001D7810 65 00 00 00 00 00 00 00 00 SF 00 00 00 00 00 0O
001D7820 00 00 00 00 07 OC S5 AO 2E 3F FF 41 C5 84 SA ES

) 1103463578
[+ Eema
Te Offset

001D783030 6B 72 63 6F 6D 2E 61 70 70 6C €5 2E 4D 6F 62 | | Okrcom.apple.Mob - Before And After

001D7840 69 6C 65 53 4D 53 35 31 32 €1 36 33 66 34 65 €5 | | ilesMsS12a63f4ee T ErE— e mobllenctes B 1951 prgx-c
001D7850 36 36 37 37 37 61 33 61 33 36 31 65 64 32 66 63 | | €6777a3a361ed2£c -

001D7860 35 36 64 64 65 €6 2D 73 74 €9 €3 €B €5 72 2E 70 | | Séddef-sticker.p IMG_ K1D745C

001D7870 6E 67 61 74 SF 30 SF 46 30 44 42 45 43 39 44 2D | | ngat_0_rODBECSD- ‘ms 'noms apple MobileSMSIMG_ 1200 heicat
001D7880 44 38 36 41 2D 34 46 46 46 2D 35 30 37 42 2D 34 | | DB6A-4FFF-907B-4 = ' .
001D7850 45 35 42 42 35 38 45 39 33 39 39 81 50 3A 59 00 | |ESBBS8E9399 P:¥. IMG_ x1D7606 spple MobileSHEING_8682 heicat
001D78A0 09 01 09 08 08 08 08 08 08 08 08 09 08 08 08 08 ||.......... . i 1

001D788008 01 02 08 08 08 08 08 08 08 08 08 08 08 05 08
001D78c0 08 08 08 08 08 00 08 08 08 08 08 08 01 00 00 00 '
001D78D0 01 00 00 01 07 00 00 00 00 00 00 00 00 33 00 0O
001D78E0 00 00 00 €5 00 00 00 00 00 00 00 00 SF 00 00 00

2 XID79EC ‘apple Mobi MG_ 1246 heicat
|G |c107FCA apple MobileSMSIMG_1253 heicat

001D78F0 00 00 00 00 00 00 00 07 OC 95 AO 3A 16 FF 41 CS :.y;\ 15: x1D81E9 o abeSHE R A oot
001D7900 84 SA E4 30 C7 EB 63 6F 6D 2E 61 70 70 6C 65 2E 40G&com.apple. NG, 1D82C3 apple MobileSMEIMG_ 1444 heicat
001D7910 4D 6F 62 €9 6C 65 53 4D 53 61 66 33 35 38 66 37 | |MobilesMsa£3ss£? — :
001D7920 65 €6 62 36 65 €4 61 €3 39 36 33 32 35 61 34 66 | |efbeedac96325a4f [IMG_ |x1D8s522
IMG_ x1DBE39
Ima_ |x21389F apple MobileSMSIMG_ 1443 heicat
8 File Size: 2MB | Offset: Ox1D7777 (1931127) Length: Ox8 (8)
1—Hex View 6 — Data Interpreter
2 —Load As 7 —Search View
3 —Extended ASCII 8 — File & Selection Information
4 — ASCIl View
5 —Save File will save the file.
Hex View
The main window will show the contents of the file in a HEX view.
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Load As

B

The Load As menu allows you to tell ArtEx how to open a file.

Supported types are;
D DataBase pp. Datyapbase
Image e |mage
Im Text e Text
ool Protobuf e  BPlist/Protobuf (Serialized Data)
= e Video
@ video e SEGB (iOS Biome) file
SEGB  sece

Any of these options will open the file in the requested viewer while keeping the
Hex view also open.

Extended ASCII
This option turns on or off the Extended ASCII characters for the ASCIl View.

ASCIl View
Shows the ASCII view of the file (in extended or basic ASCII)

Save File
Save the file to your local computer.

Data Interpreter
Shows different ways to interpret the data you have selected in the Hex View.

vata interprecer

41 C5 84 9A E3 EA ED 03 The Data Interpreter area will show how the bytes you have selected

Desc Value in the Hex or ASCII view look using different interpreters.
A?27797)
UtF? m Currently supported interpreters are:
g; ::”““ o ASCII e UInt32 (LE) e Mac Absolute
BINARY 01000001 01000001 01000007 0. e UTF7 e Int32 (BE) e Mac Millisecond
8 . e UTF8 e UInt32 (LE)
Int16 (LE) -15039 e UTF32 e Int64 (LE)
Uinti6 (LE) 50497 o BINARY e UInt64 (LE)
Int16 (BE) 16837 e Int8 e Int64 (BE)
LI(ES 16837 e Int16 (LE) o UInt64 (LE)
'U“::;;L(EL’E) Al o UInt16 (LE) o Single (LE)
Int32 (BE) 1103463578 * Int16 (BE) * Single (BE)
e UInt16 (BE) e Double (LE)
e Int32 (LE) e Double (BE)

Search View

Allows you to perform searches against the file for specific words.

Entering a search term into the text box and pressing + will add the search term to the Terms list.

[— ] T a

Clicking on the Terms button will show all terms currently in the list and these can be removed by pressing the

associated x
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[ g Terms (2) ~

x img_
XK e

Once all search terms have been entered, press Q\ to perform the search.

The results will show the offset and the Term found, the offset and the surrounding bytes.

Tem Offset
IMG_ x1D722B
IMG x1D745C

Before And After

ple. mobilenote:

apple.MobileSMSIMG_1353.1

951.p

IMG_ x1D754F

apple.MobileSMSIMG_1200.

Double clicking on a result will jump to the appropriate offset in the Hex View.

Note that Search is case sensitive and currently only searches the ASCII content. Byte searches is not supported.

File & Selection Information
Shows file size, current offset, and selection size.

Media View

Media View can be launched either by double clicking on the Thumbnail of a record in the Timeline View, From

Directory View or from the Hex Viewer.

The top of the pane will display the media item itself, and the bottom of the pane will show information related

to the item.

X IMG_0057HEIC | N\

1 IMG_0057.HEIC
OHag e r=m _____DOg

Highlights  EXIF

Path
‘flesystem2\mobie\Media\DCIM\10DAPPLENIMG_0057.HEIC

@_ GPS (Open in Google)
35.69087.-78.90622

Direction
132.76266481609994

Camera
Apple iPhone 8

Capture Time
20230507 14:25:15 -04:00

1 - Media Title

2 —Tool Bar

& & | Zoom in/Out of the image

Rotate the image 90°

Run OCR on this image

Reset Image

Replay (Context sensitive)

Copy image to Clipboard

Open in External App

s 2| 5]

Save Media

3 — Media Content

4 —Info Tab
Highlights | Important information.
EXIF Exif Data for the item.
Map Rendered map.
OCR OCR content if relevant.
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Text View

Text View can be launched either by double clicking on the source column in Timeline View, From Directory View

or from the Hex Viewer.

This is a simple Text viewer with options of text size and word wrap.

|

WordWrap

A AR

<noti
<noti,
<noti
<noti,
<noti

50 2023 [71]
50 2023 [71]
50 2023 [71)
50 2023 (71)
2023 [71]
2023 [71]

@_
@_

0o
S8

3
ce> (0x16dd7£000) perfor
ce> (0x16dd7£000) 1 ilest
ce> (0x16dd7£000) - [MCMMigrati isBui 1: Did not fir
ce> (0x16dd7£000) - [MCMClientC: tion _ 11SystemContair
ce> (0x16dd7£000) - [MCMContainerMigrator _checkIfDeviceMayNesdSyste

Apr 11
<notice> (oxxedduoom - [Higracionscatus secigrationCompleterortype: 1, mqnuon completed on 191
1

Tue Apr 2023 [71] <notice> (0x16dd7£000) - ldInfoToDisk]
Tue Apr 2023 [71] <notice> (0x16de0b000) -[Mmcontaxnermgratoz pezfomua:aqua:oxmgzac.
Tue Apr 2023 [71] <notice> (0x1 - [Memc tor _performBundleC owr
Tue Apr 2023 [71] <notice> (0x16de0b000) - [MCMMigrati tus setMigrati leteForType:
Tue Apr 2023 [71] <notice> (0x16de0b000) - [MCMCodeSigningMapping migrateAppGroupldsFromDat
Tue Apr 2023 [71] <notice> (0x16de0b000) -[MCMMigrationStatus setMigrationCompleteForType:
ration compxoud on 19052 for GroupIdMigration

Tue Apr 11 07 2 2023 [71) <notice> (0xl - [MCMCodeSigningMapping migrateCachedCodeSigning]
Tue Apr 2023 [71] <notice> (0xl - [MCei ; setMigrationCompleteForType:
Tue Apr 2023 [71] <err> (0xi ~ Mo _cl i
Tue Apr 2023 [71) <notice> (0x16de97000) _containermanagerd_init_block_invoke: containerm:

<err> (0x16de97000) server_get_process_containers:

“containermanagerd_init_block_invoke: con
Invalid data containe
server_get_process_containers: SB Type: 0, fallir
- [MCMContainerMigrator performPerUserDataMigratic
grator per rat

- [MCMContain

nForClientConnection:withError:]_ble

8 2023 [71] <err>

Tue Apr :44:58 2023 [71] <notice> (0x16de97000)
camemnaqezd cleanup complete

Tue 11 07:44:58 2023 [71]

Tue Ap: [71) <notice> (0x16de97000)

Tue Apr [71] <notice> (0x1€e0c7000)

Tue Apr [71] <notice> (0x16e0c7000) - [MCHC:
Tue Apr [71] <notice> (0x16e0c7000)
erMigrator grationForCli

Tue Apr 11 [71] <notice> (0x16e0c7000) - [M:
Tue Apr 11 [71) <notice> (0x16e0c7000)

Tue Apr 11 [71] <notice> (0x1660c7000)

ock_invoke:

Completed User Data Protection Migration for <MCMUserIc

swithError:]_block_: mvoke _Completed Per Use:
leteForType:
- [MCMContainerMigrator pe:formPoxUserDa:aM)qzatx(

- [MCMContainerMigrator performPerUserDataMigratic

Tue Apr 11 20:00:52 2023 [71] <err> (0x1 - [MCMClientConnection ithcont:
Tue Apr 11 2 2023 [71) <err> (0x1 - [MoMCLi ion PathwithConts
Wed Apr 12 22:51:21 2023 [71] <err> (0x16dd7£000) -[MCMClient: cion i

:hconcaxnexxdenncy isRelative:createlfNecessary:existed:withError:]:
1:2

(0x16de0b000)

2491: Failed to create app data
- [chchen:cannecuon userManagedAssetsPathWwithConts

Sar Anr 18 13:17:20

2023 [71) <err> (0x16dd7£000) - [MCMCli ithCont:

2023 [71] <err> (Ox1 —~ [MCMc h ntConnection ithCont:

ainer for user managed assets path for com.apple. (21) CONTAINER_NOT_FOU
:55:25 2023 [71] <err> (0x16de0b000) - (MCMClientConnection userManagedAssetsPathWithCont:

2023 [71] <err> (0x16dd7£000) -[MCMClientConnection thCont:

2023 [71) <err> (0x16dd7£000) -[MCMClientConnection ithCont:

% 1 13 2023 [71] <err> (Ox1

6d097000) s anciaracet ithContainerIdentity:isRelative:createIfNecessa:
Sat Apr 15 10:15:17 2023 [71] <err> (0x16dd7£000) -[MCMCli ion ithCont:
2093 1711 <arrs (Ox1AATFONNY - (MAMEY i antCANNantnn rrearanrTankmnCantainar®i rhear

SQL Databases

1-Tool Bar

a A

Font Size Shrink/Grow

Open in External App

WordWrap

Word wrap

=) Save File
& | Search

2 —Text View

ArtEx has a built-in SQLite viewer to aid with validation and research an also includes a SQLite and WAL Explorer

feature.

DG G)
@—' SOL Viewer SO Explorer WAL Expiorer I

O_I ’ m:masmli Canned Queries ~ Jscercting s [ @) wy peser I
SELECT* FROM ZASSET
ZASSETANALYSISSTATE —@
ZASSETCONTRIBUTOR
@_ ZASSETDESCRIFTION
a X 14 || W WALGSE) ithout WAL (GB7) Combned (383) Combined (388)
ACHANGE Convert Dates | Show NULL =
o= — (] =89
[ ATRANSACTION ZPK Z_ENT 7 0PT ZACTIVELIBRAI ZAVALANCHEP! zcA zcL 7l
2662 Fecords 2653) | | » 001 3 5 0 0 2 o o 1
E ATRANSACTIONSTRING 002 2 3 5 0 0 2 0 0 1 ‘ ‘
Rz 003 3 3 5 0 0 2 o o 1
ZADDITIONALASSETATTRIB
o o 004 4 B 6 o ] 2 0 0 1 ‘ [
005 5 3 5 0 0 2 0 o 1
E ZALBUMLIST
7 Recards 006 O 3 g o o 2 0 o 1 ‘ ‘
[ 2AsseT 007 7 3 5 0 0 2 o 0 1 1
(B8 Hcooets PA) 008 8 B 5 ] 0 2 0 0 1 1 J 1|
[] ZASSETANALYSISSTATE w s B s . . 2 o o | |
¢ o 10 3 5 o o 2 0 0 1 | | I
@ ZASSETCONTRIBUTOR
0 Records o1 1 3 5 0 0 2 0 0 1 U
[] ZASSETDESCRPTION vz e 3 g 0 o 2 o 0 1 \ [ [
0 Rocerds o013 3 3 6 0 0 2 o o 1 1
[57] ZCHARACTERRECOGNITIO o4 o 5 A 0 B 2 A B i ‘ [
345 Recards (344)
015 15 3 6 0 0 z o o 1
D ZCLOUDFEEDENTRY
12 Records 016 15 3 5 o o 2 0 o 1 | |
[] ZCLOUDMASTER o7 ” 3 5 0 0 2 o o 1
EE RS L) o018 18 3 5 o 0 2 0 0 1 | |
[=7] ZCLOUDMASTERMEDIAME o1 15 B p o 2 2 o o T N
350 Rerneia (348) —
7 Tables J 388 Rows (1 Cell Selected)
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1- SQLView or Explorer Tabs 7 - Search Style 13 —SQL Navigation

2 - Run Query 8 — My Parsers 14 - SQL Query Textbox
3 - Canned Queries 9 - Search 15 —SQL Suggestions

4 - Table Definitions 10 - Reopen Database 16 - Query Feedback

5 - Undock Database 11 - SQL Recovery / Advanced SQL 17 - Tables List

6 - WAL Comparison 12 - Save Database 14 - Database Table View

SQLView or Explorer Tabs

This allows you to switch between features. The SQL and WAL Explorer features are described in the next
section.

Run Query
Run the query that is written in the SQL Query Textbox.

Canned Queries
Canned Queries allows you to save the query that is written in the SQL Query Textbox and reuse it later.

) ssyne |
SQL Viewer  SQL Explorer WAL Explorer

g 2Wer  SOL Explorer WAL Explorer
i ’ Eecute SOL [ Canned Queries - [4]- |“ Searching SQL

Execute SOL a Canned Queries ~
SELECT * FROM ZASSET
JOIN ZADDITIONALASSETATTRIBUTES Query Name ‘
Cancel

= ® Simple Photo Query
ON ZADDITIONALASSETATTRIBUTES.Z_P| Smele Photo Query Save =CT * FRO Simple Photo Query |

Save Current Query

Table Definitions
You can use this feature to list out the database or table schema.

7 Pk

' ENT (NTEGER)

_OPT (INTEGER)
CTIVELIBRARYSCOPEPARTICIPATIONSTATE (TECER)
WALANCHEPICKTYPE (I TEGER)

BUNDLESCOPE (INTECER)

CAMERAPROCESSINGADJUSTMENTSTATE (NTECER)

CLOUDDELETESTATE (IN[ECER)

CLOUDDOWNLOADREQUESTS (NTECER)

CLOUDHASCOMMENTSBYME (INTECER)

CLOUDHASCOMMENTSCONVERSATION (1N TECER)

701 AINUAQIINCEENC AMMERNTS (I0TEEDL

Undock Database

The Undock Database button will create a new window containing the database being viewed which is separate
from the main ArtEx interface.

BELt

T
TVELIBRARYSCOPEPARTICPATIONSTATE
WALANCHEPICKTYPE

ESCOPE (1)
RAPROCESSNGADJUSTMENTSTATE

or
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WAL Comparison

WAL Comparison will compare the database with the WAL applied and without the WAL applied to give you an
idea of how much affect the WAL file has.

With WAL (33) Wihout WAL (39) Combined (56) What a diference a WAL makes
ACHANGE
Description With WAL Without WAL Difference
First PK 1 1 0
Last PK 8961 8944 17
Total 8961 8944 17
ATRANSACTION
Description With WAL Without WAL Difference
First PK 1 1 0
Last PK 3300 3299 1
Total 3300 3299 1

Search Style
Search Style allows you to choose between searching the database or what is visible in the table.

My Parsers
Launches the MyParser (beta) tool covered in more detail later in the manual.

Search
The search tool allows quick searching of the entire database or table.
- If there is no table selected, every table in the database will be searched.
- If a table is selected, only that table will be searched.

Reopen Database

This button will reopen the database in a separate tab, allowing you to run multiple instances and multiple
queries.

SQL Recovery / Advanced SQL
The SQL Recovery is the same as the “Run Advanced SQL” in the Settings.

This is custom code which analyzes each freepages of the database and tries to associate the recovered data to
the appropriate table by using pattern matching of the number of fields and data types.

If a freepage is found that matches multiple tables, the page is ignored, rather than possibly associate it to the
incorrect table. In some cases, this can mean that Advanced Recovery may present less data than without the
advanced recovery running. However, this only affects the database view as parsers will run the normal SQL
database without recovery regardless of if Advanced Recovery is selected or not.

See SQL and WAL Explorer section for more information.

Save Database
Save the database to your computer.

SQL Navigation
SQL Navigation buttons < and > can be used to navigate through all queries run in this session.

SQL Query Textbox

A free textbox to allow you to type in any SQL query you want. Logic is applied as you type to highlight keywords
or table names.

Note that you can quickly create a SQL command by right clicking on a table record and selecting Find Like
Values. This will build you a query to find content matching the selected cell.
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2126C24DCB25-.. | Your Mt 6 Mort._. 0 ’ Execute SQL a Canned Queries + [M]~ | [7] WAL seerching saL

6BB01745-D1A7-__. | https:/Aimyur co. o
43B3F027-43FA-.. L
— - Find Like Values

Highlight Like Values

SELECT * FROM MESSAGE WHERE text LIKE 'Haha'

S1FEBS04-DC74-.
This feature will create a SQL Query and run it based upon the column selected and the contents of the cell.

SQL Suggestions
SQL Suggestions will try to suggest tables and fields to make writing SQL statements easier.
Query Feedback
This status bar will give feedback on your query.
Tables List
This panel lists all tables within the database.
@— | | & xl 2 1 - Table Search and Clear Search
@_j ACHANGE
8961 Records (8343) | 2 - Sort tables either alphabetically or by number of records.
] ATRANSACTION
3300 Records (3299)
ATRANSACTIONSTRING 3 - The tables.
60 Records Each table in the list contains important information, starting with
ZADDITIONALASSETATTRIB the icon.
35 Records
] ZALBUMLIST By | Normaltable.
7 Records
j ZASSET Empty or erroneous table.
39 Records
ZASSETANALYSISSTATE Recovery has been run on table.
0 Records
ZASSETCONTHBUTDDHHECMS Table has been decrypted.
There is more about encrypted databases later.
ZASSETDESCRIFTION
N Recaords
O, In normal operation, it is likely you will see the number of Records
followed by a number inside brackets like this:
[] ATRANSAGTION
3300 Records (3299)
The first number represents the number of records in the table
when the WAL is applied.
The bracketed number represents the number of records in the
table if the WAL is not applied.
When running SQL Recovery, a further number is added before a
“1]”. This number represents the results of the recovery process.
[ ZRTLEARNEDLOCATIONOFI
4241191 Records (215)
This example shows that Recovery found 424 records, reading the
database with the WAL found 191 and reading the database
without the WAL found 215.
Clicking a table will load it to the Database Table View.
4 - Table Count
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Database Table View
The Database Table View pane is made up of several tabs, each tab representing a unique way to view the
database table.

With WAL (8361)  Without WAL (3944) Combined (3961)

o[ - o =

With WAL will show the database table with the WAL applied.

Without WAL will show the database table without the WAL applied.

Combined will show a combination view of With and Without WAL. Duplicates records are not included.
Recovery may also show here for databases where Advanced Recovery was utilized.

Any table you load or query you run will be applied to all views (With/Without WAL, Combined & Recovery).

Each tab contains the same layout.

@—1|(E Convert Dates Iglgl @ - | lcs
ZPK Z ENT Z OPT ZACTIVELIBRAl ZAVALANCHEP, ZBUNDLESCOP ZCAMERAPROC ZCLOUDDELET ZCLOUDDOWN! zoic ||, | _@
@_ b 01 3 0 0 0 3 0 0 0 <<
02 19 3 10 0 0 3 0 0 0 E
0 54 3 3 0 0 3 0 0 0
04 72 3 3 0 0 3 0 0 0
05 7 3 3 0 0 3 0 0 0
[ 125 3 3 0 0 3 0 0 0
07 126 3 7 0 0 3 0 0 0
08 179 3 10 0 0 3 0 0 0
09 180 3 il 0 0 3 0 0 0
10 181 3 10 0 0 3 0 0 0
1 182 3 10 0 0 3 0 0 0
12 183 3 10 0 0 3 0 0 0
13 184 3 10 0 0 3 0 0 0
14 185 3 10 0 0 3 0 0 0
15 220 3 7 0 0 3 0 0 0
16 21 3 7 0 0 3 0 0 0
17 22 3 7 0 0 3 0 0 0
18 23 3 7 0 0 3 0 0 0
19 204 3 5 0 0 3 0 0 0
n 75 k) bl n n 3 n n n
39 Rows (1 Cell Selected) I
1 - Convert Dates 5 - Save table to CSV
2 - Find Missing Rows 6 - Table
3 - Clear Row Highlights 7 - Database View Right Pane
4 - Map Custom Rows 8 - Table information

Convert Dates
ArtEx will automatically try to recognize timestamps in the table and will show the appropriate fields as
timestamps. This can be turned on or off permanently in the Settings or temporarily by using this button.

Note that you can also manually specify the appropriate timestamp to use by right clicking on the header and
selecting from the list. Selecting Original Value will remove the Timestamp format and return to showing a
number.
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DI ZADDI

Original Value

6886637
[~] mac Absolute

6886637

MAC (ManoSeconds)
7035843 .

Unix
EEA Unix (Milliseconds)
7042542 Google Chrome
7062333 FireFox
nEIAAN e 0 | 7neae109a

Find Missing Rows
Find Missing Rows will use the primary key to try to identify missing records. It is not attempting any type of
recovery, just highlighting that the numbers are non-sequential by creating an empty, red coloured record.

ROWID quid text replace service_center handle_id
028 2 ‘mmrrm ‘H\ |n ‘ ‘11
023 2 ESF88BOED3S5-.. Or else 0 3
030

031 Ell BSBA4EFO-702C-.. | The command yo... [0 1
032 32 B5BDECS3D223... | Hey! Ive beenus... |0 12
033 3 4E54BA4C-2EST-... | Snapchat: Check... |0 13
034 E™S 53646798BD02...  Menu 0 1
035 35 52625CD2-8A56-... | Reply with any of... |0 1
036 36 AB9997BE-DDBT... Data 0 1
037 7 486262E3.278D-... | Balance [} 1

Clear Row Highlights
Right clicking on a cell will give an option to “Highlight like value”. This is similar to running a query, but the non-
conforming records aren’t removed.

ished is_emote is_from_me is_empty is_dela)
0 0 0 0
0 0 0 0
0 0 0 0
7:Hﬂ Find Like Values
Y Y Highlight Like Values
0 i

This feature will highlight all records where the “is_from_me” field = 1.

The Clear Row Highlights button will remove this formatting feature.

Map Custom Rows
There may be times that you find a database that contains location data that is unparsed by ArtEx but you would
like to see it on the Location tab.

The Database Mapping feature allows you to specify the Latitude, Longitude, Accuracy and Timestamp to map
out.

Simply select each of the fields and select from the list of fields. Note that ArtEx may have prepopulated this for
you if it recognizes appropriate data.

=E R
. Set Latitude > identifier d
Set Longitude v [ Jiatitude [
Set Accuracy... » longitude .l
Set Timestmp... b radius —
Mep! dwell_time -
T on_enter |
DIEC3E36- |51 175297 |-114452571 S
MFC-AF36- 151171386 |-11dii'i779 T
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Accuracy and Timestamp are not mandatory, but will affect the output as it may result in records with impossible
timestamps.

Once you have assigned the required fields, press Map!

Your data will be listed as a Location Data Source under the Custom node and plotted onto the map.

8 Records

=8 Custom (8)
" @geocfence.db - GEOFENCE (8)

il

Save table to CSV
Simply save the current view to a CSV.

Table
This is the table itself with row and columns as expected. Alternating rows are coloured white and blue.

Database View Right Pane
The Database Table View has its own Right Pane for showing embedded information. This typically means Serialized Data
such as BPList and Protobuf which is covered in more detail later on.

Whenever you select a cell that contains serialized data, the right pane will automatically open and display the contents.
There are two features which are unique to the Database View Right Pane Deserialized View.

Auto Expand
You can use the Auto-Expand button to automatically expand the full BPList/Protobuf blob when the tab opens.

=
10F ZDKDSCOVEF 2 PKDISCOVET ZDADSCOVEF ZDKTHLYPE ZpaNT » = = [T 1) [e]loe- E’E FEREE QX

Tie View  xML Ve Hex

! 0) Sversion
I 8 | [100000

1) Sarchiver
I |ssxeysdarchiver
[
|
I

2) $top

0) root

|2
3) Sobjects
| 0) |snar1

LY Lo—"

Tabbed View

By default, this right pane will only show one blob at a time. But you can have each blob open in its own tab but pressing the

button. Note that the tab name will come from the row number.

INSTA Z_T Z_DKDISCOVEF Z_DKDISCOVEF Z_DKDISCOVEF Z_DKFAMILYPF Z_DKINT | T x| xn x5 |
2 [=TER EES
E Tree View XML View Hex
0) Sversion
| 100000
1) 3archiver
|NSKSyed.Azchiver
2) Stop
0) root
bplist00+#] NIIXS. I1
bplist0D+ 1IXS. 3) Sobjects
0) |snu11
1) ]o) Ns.keys
| e
1) NS.objects
| |3
2) Sclass
|¢
BRI
Table information
The status bar includes the number of records and number of cells selected.
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Encrypted Databases

Trying to open an encrypted database will initially fail as ArtEx struggles to recognize the format.

Use the “Open as” option to open the file as a Database.

X gallery.encrypteddb |

B[

||:| DataBase ||z 03 04 05 06 07 08 09
C 36 7B AD 16 TE 51 90
B image ¢ 78 DF FO 01 23 BB 01
N F 27 15 52 DF 17 71 E3
T4T| L
5 82 3c FL 8 17 17 26
% BPList / Protobuf 4 0E 7B B7 E1 2E B7 4E
E 9E 29 52 03 9C 3¢ CF
B video D 06 OE EA 76 C5 1D E7
— 5 4C 41 EO 1B 3B 2F CC
. 5 AB A0 F3 50 FE B2 41
oooouoE R ac 8 CcO 2Zn EO 49 €1 gF C7
000000A0 A2 DO DE 73 3D FD 09 5B EF 84
00000OBO BD F1 EE A4 86 93 EF 36 60 89
000000C0 OE 61 6C FD 49 BB 03 21 DO D1
0000DODO 48 4F 3C 4A 47 31 AB 17 56 2E
0O0DODOEO DD 81 85 73 59 4B €3 8A 51 FO
000000F0 €D 79 FO 2F 80 4D €7 02 F9 ED

on
B2
c3
EOQ
ED
06
48
il
30
48
A2
28
9B
Sn
29
En
F3

0B 0C 0D OE OF

1B BB FD 56 86 ¢" E{.~Q 2.»yV
EA 03 56 A3 BYS T.{B&.£».RB&.ve"
01 FE B6 9F C1 | & o§.ZB.gda. &) A
82 1B EO BB EF b <fE..&% 4«1
A7 5C 3F 20 79 | .gT { ‘4. N.§\? y
27 B9 TE 9C &C kyk @R. <IH'@~ 1
AE 86 FF 6B 30 | A.M..&vA.¢O® ¥kO
87 OE D2 O6 DA | + aLaa.;/I0 .OED
97 B2 &0 EA 97 .<)« OFp*RH * &
73 73 AF €A €7 | &Leh*alaogiss jg
EB EB CO 98 29 | ¢pbs=y.[1i (&&k )
24 B84 BD B8 DD *sfiim  i6' § %5, ¥
El 1D 95 22 9D LalyI». 1N 4. *
40 58 80 EF 40 HO<JGl«.V.)@X i@
23 42 14 97 DB ¥ sYRc Q8j#B. @
1E FE& 43 84 2B my8/ Mg.aid.oc +

This will obviously still fail to open the database properly but you will now see a new icon has appeared in the tool

bar.

DA S

Pressing this will open the Database Decryption feature. Note that this is a limited feature and may not work for all

databases.

?

Decryption Key

To view decrypted databases, you must enter the decryption key (or keychain node)
In order to make the decrypted database viewable, changes to the schema may be reguired.

X

Click here for more information

PageSize IV Offset Page 1 Skip Bytes

Decrypt

Template

You can enter the actual decryption key or name of the decryption key in the keychain.
You must enter a page size, offset of the IV and the number of bytes to skip on page 1.

You can select from a pre-defined list of supported databases by using selecting from the Template dropdown.

This will populate the required fields for you.

1

To view decrypted databases, you must enter the decryption key (or keychain node)
In order to make the decrypted database viewable, changes to the schema may be required

X

Click here for mare information

Decryption Key
egocipher

b PageSize IV Offset Page 1 Skip Bytes Template |
1024 576 16 SnapChat Gallery ~

Decrypt
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Pressing Decrypt will try to decrypt the table using the given criteria and present the result.

o X 1+ || Deenpted (1)
3] media_faces I E(E)meerl Dates | 9 -

media_faces_index
s

5 Tables 1Rows (1 Cell Selected)

Note that in some case, minor modifications must be made to the database for it to work. This does not alter the
data being parsed but is necessary to get the database to show.

SQL & WAL Explorer

This feature allows deep diving into the SQLite database and associated WAL file.
Both tools are very similar, but do have some differences.

SQL Explorer

The SQL Explorer is broken into 4 panes.

SOL Viewer SQL Explorer WAL Explorer

Page Offset - 0x0 (0) __@
HEX | DEC 00 01 02 03 04 05 0E 07 08 09 OA 0B OC 0D OE OF
0000|0000 53 51 4C €9 74 €5 20 66 6F 72 €D 61 74 20 33 00 SQLite format 3. l
ReservedSpace |0 0010|0016 10 00 02 02 00 40 20 20 00 00 01 37 00 00 03 4A
Mo Paylond |64 00200032 00 00 00 00 00 OO 0O 00 0D 00 02 47 00 00 00 04
0030|0048 00 0O 00 00 00 00 01 S0 0D 00 00 01 00 00 00 00
Minimum Payload |32 0040|0064 00 00 00 01 00 OO 0O 00 0D 00 OO Q0 00 00 00 00
[r— 2 0050|0080 00 00 00 00 00 00 0O 00 0D 00 D0 00 00 00 01 37
0060|0096 00 2E 5F 1D 05 OF F6é 00 1F OF 4C 02 00 00 02 OE
File Change Cou... |311 0070|0112 OF B3 OF AE OF F1 OF EC OF E7 OF E2 OF DD OF D8
TotalPages 842 0080|0128 OF D3 OF CE OF C% OF C4 OF BE OF B8 OF A0 OF %A
0090|0144 OF 94 OF 8E OF 88 OF 82 OF 7C OF 76 OF A6 OF FA
First Freelist page |0 00200160 OF 70 OF €A OF €4 OF SE OF 58 OF 52 OF 4C 00 00
Total Fresiist Pag.. |0 00b0|0176 00 0O 00 00 00 OO 0O 0O 0D 00 OO 00 00 00 00 00
0000152 00 00 00 00 00 OO 0O 00 0D 00 D0 00 0D 00 00 00
— 00d0 | 0208 00 0O 00 00 00 OO 0O 0O 0D 00 OO 00 00 00 00 00
L= || oo=0|0224 00 00 00 00 00 OO 0O 00 0D 00 D0 00 0D 00 00 00
@— 00£0(0240 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
A1nn i AnsE nn
FirstFreeblock 4086
406 7
CellCount k]l
462 2%
StartOfCelContert | 38516
456 EX)
FreeBytes 2 - n
RightMostPointer {526
451 48
Pointer 0 2919
415 55
Painter 1 3914
450 62
Pointer 2 3981
417 72
Pointer 3 3976
410 79
Pointer 4 3971
P e 31 Records

1 - Database Information (Header)
2 - Page Information

3 - Page (Hex View)

4 - Page (Table View)
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Database Information (Header)

This information comes from the SQLite Header and shows the size of the pages, the total free pages etc.

Page Information
This area contains information about the specific page being viewed.

At the top of the pane are navigation buttons to allow forward and backwards navigation through the pages.

Clicking on the blue “Page” label will open the Jump To feature.

Here, you can jump to a specific page or offset within the database. Note though that jumping to a specific offset

will simply load the page that encompasses that offset.

This is a really useful feature for understanding records found when doing a hex search, as exampled shortly.

The pane then lists out the Page Header information. These items can be clicked to highlight the record in the

Hex View and Table View.

Page View (Hex)

This is the Hex view of the single page being viewed. It has limited functionality (no data interpretation tools) but

will reflect the record that is highlighted.

Page View (Table)

This is the table view of the single page being viewed. The feature uses the information in the record headers to
identify the fields and parses the records accordingly. However, since the information presented is solely sourced
from the page being viewed, the fields will not have meaningful names, instead, taking a consecutive number.

Field 41 Field 42 Field 43 Field 44 Field 45 Field 46 Field 47 Field 48 Field 45 Field 50 Field 51

» 45 5 0433020114898 | 0.467261453144 | 0545440985692 .. | 0.469547578445 . | 0.335630688425.
85 0 0.455494622151 0.593265727162_. | 0.244521833276... |0.134232245911
86 0 0.458077243181 0.805150958082 . | 0.133949115872_. |0.114029024293.
87 1 0.2825955011115... | 0.467903554439... 0.102169990539... | 0.056686414134.
88 1 0435740661475 | 0.545042865633... (0.1395950471982... | 0.1984431598822.
85 1 0.688593579877.. | 0.606211662292.. | 0562224626541 0.288803215566.
S0 0.583703517913... | 0.504013755676... |0.482904155785... | 0.924743550366... | 0.958642936278.
91 1 0.583998627263. .. | 0.327932775020... (0.1106439228096... |0.192167434525.
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WAL Explorer
The WAL Explorer has a similar layout but with an additional pane.

SQL Viewer  SGL Explorer WAL Explorer

File Header Frame 1 Offset - 0x20 (32) _@

Ker Vel HEX | DEC 00 01 02 03 04 05 06 07 08 03 OA 0B OC 0D OE OF

Mage Ss071618 0000|0000 00 00 00 68 00 00 02 4A 56 07 2B CS FB FD 6C 55 [
Fomnat Version | 3007000 0010|0016 1D 41 6C 8C 10 4C EB EC 0D 00 00 00 01 OE 10 00
P 056 002010032 OE 10 OE 09 00 00 00 00 DO 00 00 00 00 0O 0D 00
o 0020|0048 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 0D 00
Checkpoit Seq |1 0040|0064 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00
- ppm— 005010080 00 00 00 00 00 00 00 00 DO 00 00 00 00 0O 0D 00
006010096 00 00 00 OF B7 00 00 00 DO 00 00 00 00 00 0D 00
Sat? 0070|0112 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00
008010128 00 00 00 00 00 00 00 00 DO 00 00 00 00 0O 0D 00
0050|0144 00 00 00 00 00 00 00 00 DO 00 00 00 OO 00 0D 00

0020|0160 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00 00 00
00b0 0176 00 00 00 00 00 00 OO0 0O 0O 00 00 OO 0O 00 00 00
00ec0 0192 Q00 00 0O 00 00 00 00 0O 00 00 00 0O 0O 00 00 00
sizeofDBAfterCo... | 842 0040|0208 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00
Satl 1443310533 0020|0224 00 00 00 00 00 00 00 00 00 00 00 00 0D DO 0D 0O
00f0|0240

PageNumber

O PageType LeafTable

FirstFreeblock 0

CellCount 1

StartOfCellContent

1 - Database Information (Header)
2 - Frame Information

3 - Page Information

4 - Page (Hex View)

5 - Page (Table View)

The Frame Information can now be seen between the File and Page information panes and can be used to navigate
backwards and forwards between the frames and launch the Jump To feature.

Almost everything else about the WAL Explorer is identical to the SQL Explorer although there is also a “Find All
Pages” feature available by clicking on the blue “Page” label.

Page 96

=

< >

Find Al Page 96

Here, you can find the next/previous or all versions of any particular page, letting you see the history of a
page/record.
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Page 96

Kel
Pad 96 < >
First
M| Find All Page 9 ]
Cell
1 Frame Offset
Star
— [ »

18 73728

36 147456
| 49 200704
Pai
| 67 274432
Pai
—| 80 327680
Pai
—| 58 401408
Pai
—| m 454656
Foi
— 129 528384
Fai
| 13 536576
Fai
| 133 544768
Pai
| 135 552960
Pai
—| 159 651264
Pai
Pairter 12 3437 ._

Once all pages are identified, they can quickly be navigated by clicking on the
desired row.

For example, it can be seen here that Frame 49 has a record 53,
have a value.

ool
5t
end

Tane

1

but not all cells

a e . . . . . R ao— R—
Ofset n 17002 2 2 .ﬂ 'n 'n .| OS0ESEE1 6634, TIS0ES6E0 7706, BT 01
20480 0 02 2 2 0 0 0 1 TOS0BS7E2 3960 TUSOESTRN 5136, v HTeilweir
[P n ™o 2 2 lo lo lo 1 T0S065900.5773... TUS065902 D e ebo
14me r» 702 2 2 0 0 0 1 T0S066024 1803 TIS066023 6523, HOHFROETee

B R . 5 ; 7 . e [ P
a2 M ™02 2 2 0 0 0 1 TOS0BE2666772  TUSOGG2E5 7423, Rt bl
Caaied = 0z 2 2 o |0 |0 ' TU06RIET 1858, TOSOGEG K743 s
408 6 ™02 2 2 0 0 0 1 TOSOBE508 O7BS. . TUS0BE507 4577 I HOA LSS
530 ” 02 2 2 0 0 0 1 TOSOBEE2S 735  TIS0S6628 5930 Radaandcand
= ™ 02 2 2 o o o 1 00T E5A | TUS06EMS 1067, wogen oo
ST 5 e 2 B lo lo lo I T 04, | OB SOTT. vt
|sumes a0 02 2 2 o o o 1 TGO, T0S066928 6 peT—
s5280 I e 2 2 o lo lo I TUSOEMINZ.782...| TSOETINN 77T, SR
ot I 002 2 2 o o o i FUSOGTIT2 1432 | TR0ETOT Btz emdeCae
G556 I me2 2 2 lo lo lo h T0S06TUT2 6D, . TUSOSTUT2 NG, St e
el s 102 2 0 0 0 0 1 TS IA SANTT | TOSS1 1018 ST Dwies]esers.
G I o 2 1 o lo lo I TS| 61020 2380 fEme—
58128 @ 102 2 1 0 0 0 1 06110207771 | 08611020 00017 wew Eveivez
|30 I’ ) 2 ' lo lo 0 1 U 11023 9555, 709617027008 v,
s 4@ 102 2 2 0 0 0 1 08611024 4791 T08611023 3608, wesereine e
T2 Ll 17002 2 2 .ﬂ 'n 'n 1 O 1024 4872, TUS61 1024 4624, 0 4
T2 50 ™0 2 2 0 0 0 1 TOSS11028. 1724 05611027 6367 wrevacieerm
Ll 51 70 2 2 0 0 0 1 708511058 5751 05611058 04435 o diweiy
faiiid 52 702 2 2 0 u 0 il TUHINITG ST G111 T 405, Radaiaadiind
B s 1702 1 2 0 0 0 705611256 0467 SrDhe G

But frame 67 shows all cells within row 53 as having a value.

i M v . . . . ! [T —— —
o 5 - : ; . : ‘ s | s s
s |0 0 ez 2 2 o o o i s 10| et 91 weasTeess
L] T8 n 02 2 2 'n o 'n 1 MGOE5900 5771 | THABESS2 T080 wm deeien
% [Hnsm 2 e 2 2 lo 0 lo 1 | mnostzs 0a._ | smesaz sy OO
8 it n ™m0 2 2 0 o 0 1 T0S065145 4823 . | TDS06%144 S638E S A HIGE
oo | 5 ez : . . . | s s oo
L Lal 5 1002 2 2 .\1 U 'n 1 'm|m. TOR06E36 6741 o beliels
® nac 36 ™0z 2 2 0 o 0 1 T0S066508 0786 | TDS066507 4577 DR LeS
L ) n ez 2 2 o o o i eaeeezo 2986 | maneseznsan P
i 520384 n 70 2 2 .n o .n 1 .mosn&m. TDS06E749.1087. Shgh et el
m oe% » 1002 2 2 0 U 0 1 MS06EETD 1014 | 705066568 5017 7w K e T
M (e 0 e 2 2 0 0 0 i LTSI TSI 5606 R
D) . o 2 2 o o lo 1 |z sa.. | e, | SRR
= 51264 r] 1702 2 2 ] 0 0 1 MAOETIT2 102 | TOSO6TT D2 wemdelwele
% istad a 0 2 2 .U L .n 1 'mnm Wﬂm. W Cxbbee
% N7 “ 17002 2 1 .n o .n 1 .mnmlmﬁ 7035110183728, | IO
oo = - : . . : | e |monzn o
e |enm 3 e 2 1 lo 0 lo 1 | stz 7n_ | mesromonnt7 | emieniens
" el 4 g 2 1 0 o o 1 05511023 3585 . | 705511023 TR ImbbrMereeiie
m T0as12 4@ e 2 2 0 o U 1 01 1020 4751 .. | 709811023 5608 R
™ T4 a 1702 2 2 ] 0 0 1 00511024 4BT2 | 709511024 482 ool e
W e w0 e 2 2 lo N lo 1 | nan v | st vazren | [rreTar—.
™ [mmm ) o 2 2 o o lo 1 |oastoses7er . | e osacess | [ryrerven
181 3% 2 002 2 2 0 o 0 i 68 TITRA222T | 981117 4008 e Demees
Ll ol 53 102 2 2 .\1 U .ﬂ 1 'mnmw. 0511299 0467 I SneDRR G

FXRRIFRRARAIFRIRERAZRER

As an example of how this could be useful:

The results of a Hex search

00012DCO 2F

00012DD0 2F
00012DED 72
00012DF0 61
00012E00 26
00012E10 2D
0D012E20 €E
00012E30 3D
00012E40 64
00012E50 77
00012E60 32
00012E70 61
00012E80 30
00012ES0 4E
00012ER0 70
00012EBO 75
00012ECO 25
00012EDD €5
00D12EED 6F
00012EF0 64
00012F00 00
00012510 08
00012520 6F
00012730 3F
00012740 2B
00012750 €9
00012F60 2D
00012F70 6E
00012F20 72
00012750 81
00012FA0 74

result in an offset being found

26

EL

75

4]

3z

73

77

77
&9
55
6c
€1

30

26

2B
€5
6
54

3D
13

70

€3

46
3]
61

&c

&c

6F

(33
71
70
6E
38
2D
€5
26

GE
72
[3:}
74
ERY
36
35
€E
77
43
€7
00
3a
€D
€1
€s
43
46
€5
02
01
77

67
3D
&c
67
26
75
23
74

75
25
€5
6F
32
2c
32
74
€5
2c
6F
81
2F
2F
72
€1
26
2D
[3:}
€4
14
77

&c
[3:}
€1
74
6F
73
€5
72
2c
€3
32
61
[3:}
ac
72
30
25
&c
74
6F
[5:]
2F
73
2B
72
€9
38
74
00
00
2E

65 2E 63 6F
75 63 6C €5 /search?g=nuclea
6E 74 2B €E r+power+plant+ne
EEEE 2B 4% ar+iilmingEon+Nc
65 3D 55 54 &i1e=UTF-8&0e=UTF
26 €3 6C €9 -8ghl=en-usgclis
73 74 €1 74 nt=safarifistate
65 78 3D €D =lrl:mlt&trex=m_
€D SF 74 3a dg:l,m r:l,m tig
€C 65 61 72 25 wp,rc_g:nuclsard
35 32 30 70 6C  2520power$2520pl
72 25 32 35 32 ant$2520necar’252
25 32 35 32 30 Owilmington$2520
72 75 SF €7 77 NC,rc_ui:2,ru gw
75 SF 71 3a 6E  p:0%252C6,ru_g:n
70 6F 77 65 72  uclear$2520power
32 35 32 30 €E  %2520plant®2520n
€D 65 6E €7 74  =ar?2520wilmingt
72 65 78 SF 65  on%2520NC, trex_i
67 6C 65 00 00  d:ChaVzegoogle..
19 01 14 00 00  ......[...K.

77 77 77 2E €7  ...https://www.g
€5 61 72 63 68  oogle.com/search
70 6F 77 65 72  2g=nuclear+power
2B 77 €9 6C €D +plant+neartwilm
€5 3D 55 54 46  ington+NC&ie=UTF
26 68 6C 3D 65 -B8&oc=UTF-8&hl=e
3D 73 €1 66 €1 n-us&client=safa
00 00 €4 00 cB  rigoogle.d...d..
00 08 01 02 68 ..Z...[. _h
€7 €F 6F 67 6C  ttps://www.aooal

The WAL file can be opened as a Database and WAL Explorer.

The Jump To feature can be used to jump to x12DF3.

//www.google. com

within the WAL of Ox12DF3.

Ulnt16 (LE) 26999
Int16 (BE) 30569
Ulnt16 (BE) 30569
Int32 (LE) 18358214
Ulnt32 (LE) 1835821«
Int32 (BE) 2003397°
Ulnt32 (LE) 20033977
Int64 (LE) 8387794
Ulnté4 (LE) 8387794;
Int64 (BE) 8604527;
Ulnté4 (LE) 86045277
Single (LE) 4572872
Single (BE) 4.734391
PSRN £ 200
L e Eemo-

—

wimington x12£81 1%:2520ncar . 252 SRR 2570

winington X12ED8 %:2520ncar% 52 wilmingtor: 2520

winington x12FeC wersplant:ncor- RUTHIEIR NCEI

wininglon 13EDE wesplantncor R NCE
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<
Jump te
Frame
s Offset  120F3
Sal © Hex ) Decimal
Sal] Go
Chy

Pane

12

CO00000000 0o

As mentioned above, the Jump To feature will navigate to the frame/page on which that offset falls and process

the entire page.

e
Key Ve
Mege VESHTIIE\II
Fommat Yerson 'm
s
oot

Sak1 VWWK‘ES]

Frame 19 Offset - 0x121D0 (74162)
HEX | DEC 00 01 02 03 04 05 0 07 08 05 OA

0000|0000 00 00 0D 02 00 0D DD 00 €4 BD BD AD CB BA AC 05

001010016 EF ES 75 DB CF D1 CP D2 0D 04 4E 00 0C 03 E2 00

0020|0032 03 E2 OF D2 OF AS OE BE OE 2C OD A8 OD 1C 0B €3

003010048 0B 63 0B 38 05 3D 08 F7 03 B2 00 00 00 00 00 00

0040|0064 00 00 0D 00 00 0D 0O 00 0O 00 00 00 DO 00 00 0O

005010080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00€0| 0096 00 00 DO 00 00 00 OO 00 00 00 00 00 0O 00 00 00

007010112 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

0080|0128 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0090|0144 00 00 00 00 00 00 00 00 OO 00 00 0O 00 00 00 00

0020|0160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00b0| 0176 00 00 00 00 00 0O 0D 00 OO 00 00 00 00 00 00 00

0050|0152 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00

00d0| 0208 00 00 00 00 00 0D 0D 00 0O 00 00 00 0O 00 00 00

00e0|0224 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00

00£0| 0240 00 00 00 00 00 0O 0D 00 0O 00 00 00 0O 00 00 0O

0100|0256 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0110|0272 00 00 0D 00 00 0D OO 00 0O 00 00 00 DO 00 00 0O

0120|0288 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00

0130|0304 00 00 0D 00 00 0D 0O 00 0O 00 00 00 DO 00 00 0O

014010320 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0150|0336 00 00 0O 00 00 00 0O 00 00 00 00 00 0O 00 00 00

0160|0352 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0170|0368 00 00 DD 00 00 00 OO 00 00 00 00 00 0O 00 00 00

0180|0384 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 0O

19010400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0
0 g/ ropana com/ @
Ld it/ e bing com 4
L la
] la
20 i 9
= Hips:/ d
5= Hips:
£ T T
4 ety ma 41 1
55 Faps .
5 i o o o wstch He-aBgHes YMEaY 4

_

Immediately we can see the record and can therefore understand much more than is available by simply looking at

the Hex.

Deserialized Viewer

ArtEx includes a built in viewer for PList & Protobuf files.

14

Tree View XML View Hex.

& X|

0) Setupversion
[k

1) sirionBoardingPresented
|prue

2) Locals
|en_vs

3) chronicle

0) features

O foy type
|

1) data

0) productversion
|16.2.2

L oy type
|2

1) data

0) productVersion
|16.1.2

4) AppleIDPBlOPresented
|zue

5) setupDone
|rrue

€) Language
|en-us

7) WebFitShrinksStandalonsImagesToFit

>

\chronicle\fetures\O\type

£3
Dictionary Array Number Text Boolean Data Date
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9 - Save File

10 - Save HTML Representation
11 - Search Options

12 - View Tabs

13 - Main Window

14 - Current Node

15 - Legend

1 - Expand / Collapse All nodes

2 - Show Alternate Values

3 - Show Node Numbers

4 - Attempt to process BPList blobs as protobuf
5 - UID Options

6 - Set Year Tolerance

7 - Auto-Expand Tree

8 - Undock Viewer

Expand / Collapse All nodes
Expand or collapse all nodes within the serialized data tree.

Show Alternate Values
Since ArtEx is working without a protobuf schema, it has to make an educated guess at the datatype based on
numerous factors. Sometimes, there are multiple possibilities and ArtEx will have to select the most likely option.
This option will force ArtEx to show all alternatives.

Show Node Numbers
ArtEx can add additional numbers to the nodes for ease of viewing.

Attempt to process BPList blobs as protobuf
Some blobs within bplists may be protobuf. With this option turned on, ArtEx will attempt to decode them inline,
presenting everything as one large tree.

UID Options
The UID Options allows you to control how the Deserializer handles UID values.

Essentially, a UID value is a pointer to another node in the file, and ArtEx allows you to choose from two options;

slebuddy plist
: I |B|I§B |UID' % @ | Searc
_View Hex|~_| Float UID Data

Embed UID Data

.agnost

Float UID Data - When you hover over a UID value, a window will float to show you the resolved data at that UID
Node. Here, we wee UID Value 5 brings the data from Node 5.

1} Sebjecta I
0 |mat1
1) |o) visitMenitor
Is 5oy e tectad 3
1) Sclasi

Fal

1) lastvisic
2) aatagcintest
3) sumlat_deg

4) potentia SEPTRS

Embed UID Data - Will build the tree and substitute the UID value for the data it represents. Here, we see the
same data as above, except instead of showing a UID Value of 5, the actual value of Node 5 is shown in its place.

1) Sobjects

0y ISnull

1) |o) visitMonitor
0) entryEdgeDetected
IFalse

1) lastVisit
IISnull

2) dataPointCnt
|0

3) sumLat_deg
|0

4) potentialExit_s
| I
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Set Years Tolerance

ArtEx can check all numeric values parsed from serialized data and try to display them as timestamps. Setting a
tolerance lets ArtEx know what kind of data you think is relevant.
ie. If a value is parsed with a year of 2002, you aren’t interested as it’s likely not really a timestamp. But if it
shows 2023 then it likely is. The tolerance applies years behind and ahead of the current date.

Undock Viewer

Undock Viewer will create a new floating window with the current serialized data view.

Main Window

The main window can be used to show either a structured Tree View, an XML view or a Hex View but using the

tabs at the top.

0) PsDiagnosticsPresented
|rrus
1) Locale
Jen_cx
2) enrenicle
0) fearures
o) type
|2
1) data
0) productVersion
|66

3) AppleIDES10Eresented
|rrue

4) sstupbons

|rus

5) Language

Jen

6) WebHitshrinksstandalenelmagesTePit
[

7) setupMigratorVersion

[EE3

sPresented</keys
>

>
_CA</string>
chronicle</key>

>features</key>

ey>type</ksy>
2

<key>data</key>
<dict>
<key>productVersicon</key>
<string>16.6</atring>

</azzay>
< >
<key>ApplaIDPB10Prasented</key>

col>True</bool>
<key>setupMigratorVersion</key>
12

§5525455755, 5555
S$S@SDSSHITSSLSSS
P_..PBDiagnostic
sPresentadviocal
sychrenicls ..2p
pleIDPBl0Prasent
edysetupDoneXLan

upMigrac
nzSetupstate.
PpleIDERTPr

StoragsDatabassp
athereferencerey
1PETCEresentad_.
LAssisn
ted_..Pri
tentVersicn_..Pr

Tree View

XML View

Hex View

SEGB Viewer

As an extension to the Deserialized Viewer, ArtEx provides a means to view SEBG v1 and SEGB v2 files.

® iz |

) Fiter by Goba Dates.

| Ofeet

SEGB Viewer =~ (&) [Fefluo-
7127274101178 Treo View XL View | Hex
20231218 150452 (UTC)
0) 1
18 Show Hex Offest 01
Datel Dete2 2F 64 65 76 €9 €3 €5 2F €9 73 50 6C 75 €7
64 49 62
[amnzenaue  |2nnzzeaun /device/isPluggedIn
20231127 1204.23 (UTC) NB-UWVZMZ][UTQ 1) 2
20231127 12:04.24 (UTC) 20231127 120424 (UTC) 0 1
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2231127 120624 UTC) |o

20231127 120425 UTO)
20231127 120425 UTG)
|22311:27 120428 Q)

2021127120425 UTO) 1) 2
(BB 120025 UTC) |-2475731513145812025
2231127 120425 UTQ)

[wznzzusu
|aanzrusue
|z asuo
|z zmnu
23127 2040070
m||-27|?0|3‘4:ﬂtl

20231127 12:04:32 (UTC)
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2231127120637 UTC)
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|mnnz 2088 WTO) 1 2
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1) ¢
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|z 2essum 4 s
|mnz 20882010

w2 120588070

20231127 120555 UTQ)
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| 20231127 120556 (UTC)
|2z3n127 120800 UT0)

s ~69AE~44TD-BAIF~5TE: 0
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[annz2e0uT
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.MD-"-W 120601 (UTT)
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23127120637 0T0)
20231127 |2“3‘Am|v
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|22 2oty 1A A6 4C A2 5E 8A C5 41
|2231127 120600 UTC) OIRIZIREBRT A
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Essentially, the SEGB viewer is a list of frames on the left and the normal protobuf viewer on the right. Each frame can be

selected to view the protobuf blob.

You can also use the “Filter by Global Dates” checkbox to filter the SEGB results to match the Time Bar settings.

ArtExtraction

ArtExtraction is a unique feature which allows you to connect to a JailBroken iOS device and either

extract the data or process it as though it was a normal extraction.

The Live Connection feature is designed to help you research what happens in the background when

certain actions are taken on the device.

View in near real time as you send a message or navigate to a webpage and see how the database looks

immediately without having to extract.

ArtEx will not do the jailbreaking for you. You must have a pre-jailbroken device with SSH installed as per

the instructions on the ArtExtraction screen.

Once you have a jailbroken device you can choose to connect via either wifi or a SSH Tunnel via a tool

such as 3u Tools.

An SSH Tunnel is much faster than wifi and is the recommended way to proceed.

| Is your device checkma compatibla? Yes Mo Compatibility Chart

ArtExtraction
Connectto a live
device via SSHfor
extraction or Live
Examination (Device

[B] RTXCase (23 Archive I} AtEstaction (F) Backup T Folder [ File [k X1 ] Gompare

- | IP Address Port User Password .
| | 127.0.0.1 || 22 || root H alpine |l Rasat_)l Saved )

must be jailbroken)

LI . 1, . .
-’,‘ ‘ E Test Connection ‘ ‘ L Live Connection ‘ L Full File System Extraction @ Backup ‘
Temp Folder .
8 |C:‘.Users‘.lwh|f‘.OneDrlve‘.Documents‘ArtExTemp | Browse

‘ Open

You will see that the default connection options are already filled in but these can be changed if

necessary.
You can also click the Saved button to see previously used connection settings.
Once you are ready to connect, press the Test Connection button.

Assuming the connection succeeds, the button will change to green.
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[8 RixCase (=) Achive || AtExraction (1) Backup 1 Folder | ] Fie i xts (] Compare

| |P Address Port User Password . .
| ‘ 127.0.01 H 22 H root H alpine “ Reset ) ( Saved )

! I3 your device checkm@ compatible? Yes No  Compstibility Chart

ArtExtraction

Connectto a live
device via SSHfor

extraction or Live
Examination (Device
must be jailbroken)

e_ ‘ L(1—) Live Connection ‘ ‘ E—P Full File System Extraction”

E-— ¢ Temp Folder

L |C:!Usars‘.iwhif‘.0neDrive‘.Documems‘AnExTemp ‘ Browse
| | Cancel ' t Open )

You can now choose to start a Live Connection or do a Full File System Extraction (keychain is not
included).

‘ @ Backup ‘

The Full File System Extraction will extract the data and save to a .tar file, immediately processing the
extraction upon completion.

The Live Connection will treat the device just like an extraction and map the directories and get device
information as normal.

1
()‘) ( Bogin ) lan’s iPhone 2 @
4 crop == 5] sove nepon st bt
Tine Frm : o o TraZore
‘ Onn ] | e “wwon G7] ee0n 5] suBhe BB 7om e it
&4 Wekcome i Deves A one &) xevchan @) cortzers @) Tretrs G Locatora £21 Drectoy &
s ¥
lan’s iPhone i |
iPhone OS 16.7.10 (20H350) o i
Accounts Sellings 0
True ||
*| | AmericaEdmonton S ®-
Forever
£0302720405066041367  -mm—
: True
iPhone X 8912230102126586142
iPhnneiO,G 2024-10-02 115622 89302720: 40727948 I il
D221AP SetupUsingAssistant
20241002 115111 8912230000426447587 - —
Interfaces
] Numbers
[ I
s E428.3487 6F EE
S e E6:28.34:87.8F FO
SBTWEBCII A E6:2B:34:87.8F 0F
040c85e4bc 1209c90460a993(8a29a57c bdc 166 iCloud Photos
U("II;‘%AUCG 5709-4ABD-AB52-F8AO1CCES138 o Fa\sek
Important Dates Tre
2024-09-282.21:05 PM o
?’0'/; lﬂ‘?.’» 310,07 PM
2024-10.06 11:15:52AM
2024-09-23 2:09:45 PM
2024-09-23 3:09:38 PM
=

At this point, you can use ArtEx as normal, processing different parsers or opening files via the Directory
Browser.

There are several things to be aware of when using Live Connection;

a) Every time you run the parsers, the latest information will be extracted from the device. This
means that the data is not cached like normal and will subsequently take more time to process.

b) Every time you open a file from the Directory Browser, the latest version of the file is extracted.
Again, this can result in slightly longer load times compared to a cached file.
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¢) The directory structure is not updated automatically. For example, if a file is created on the
device after the initial processing, it will not be visible in the directory view or timeline.
A great example would be if you were testing the Camera application and took a photograph.
As the photos.sqlite database is refreshed when opened (either manually via the Directory
Browser or via parser) then the newly created record will show up. However, as far as ArtEx is
concerned the photo itself doesn’t exist as a file in the directory structure.

d) The Device Details tab will not be automatically updated if something on the device changes.

To address these issues, some buttons within ArtEx will only be displayed when connected via Live
Connection.

Firstly, underneath the Begin button there is “Remap” button.
@

Q=

Time Frame Fn
) Run l%' Custom
() =

The “Remap” button will remap the entire device, ensuring that you can see the latest files added since
the last time the device was mapped.

Although this will ensure that you are not missing any new files at all, it is a cumbersome approach if
you know the directory where a file is created.

To return to the Camera example, if you take a photograph, you know that it will be in the DCIM folder.

In this case, you can navigate to the appropriate file within the Directory Browser and use the [
button to remap only that folder and it’s children.

{UTC) Coordinated Universal Time

4

ﬁ Directory E

B = Fiat view [EZ] Bxtract Folder E

—_

FileSize_Bytes FileSize_MegaBytes Last Modified |Z<
£

11264 0 2023-11-29 132914 (U 2

This new mapping will be used by the parsers and is quicker than remapping the entire device.

The Device Details pane will now include a new Refresh Button which will reprocess the Device Details
and update the tab.
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Finally, making changes to a file (plist or database etc) is typically only reflected by closing and
reopening the file in question but this can be an interruption.

Instead, you will find a “Reload” button has appeared within the files’ viewer window.

g.%,

This button will close and reopen the current database and rerun your current SQL query, making this
this quickest and easiest way to see updated information.

Timed Extractions

To assist with research, ArtEx has a Timed Extraction feature.

From the Directory View, Right Click on the file you want to extract and select “Add to Timed Extraction List”.

Copy Path
Jump to \privatehvarimobilelLibrany\ Caches\com.apple.routined’,
Open Mew Tab at \private\wvarimaobile\Librany\ Caches\com.apple.routinedl,

rEOE

View in Hex Viewer

Extracted Selected File(s)

Bookmark \privatelwvar\mobile\Librany\Caches\com.apple.routined,
Add to Timed Extraction List

b=

This will open up a pane at the bottom of the screen.

Repeat for all the files you want to extract which will be listed in the middle of the loaded screen.

Timed Extraction Queue x

Target Browse e

“private \war\mobile'\Librany\Caches com apple routined \Cache sglite

D[] ] [ % [+ ]

Use the Target field to select a folder to extract the files to and use the drop down menu to select the extraction

frequency.

This will cause ArtEx to extract the selected files at the selected frequency and save them with the appropriate
timestamp

This is useful to see how a file may change over time.
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E This button will remove the currently selected file from the Timed Extraction queue.

This button will add the currently selected file from the Directory Browser to the Timed
Extraction Queue.

III IEI These options will Start and Pause the Extraction timer.

III This button will ignore the timer and do an immediate extraction.

Reports

ArtEx has several options for creating reports, all accessible from the =" button in the top right of the
window.

This will launch the Report feature.

Report Save Save Save
Creator  Graph Csv HTML
Target
CUsers iwhif\Desktop MyReport
Report Details Tab Options Graphs & Maps
Case 125 @ Include Device Details @ Include Graphs/Maps
B Include Timeline
Eshibit  1DW1 o
Examiner  Whifin @ Include Locations
@ Include Contacts
Cancel Save

Four reporting options are available; Save HTML, Save CSV, Save Graph and Report Creator.
In all cases, the Target field is used to specify the location to save the file to.

The option available options are contextual based on the type of report selected.

Save HTML

The HTML report is the standard option for saving the results of the analysis and it is the HTML report that most
of the options refer to.

Report Details
Case : Enter the Case Number/Reference.
Exhibit : Enter the Exhibit Number/Reference.
Examiner : Enter the examiner name.

Tab Options
Include Device Details : Include the Device Details information as a tab in the report.
Include Timeline : Include the Timeline information tab in the report.
Include Chats : Include the Chats tab information in the report (if applicable).
Include Locations : Include the Locations information in the report (if applicable).
Include Contacts : Include the Contacts information in the report.
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The HTML Report

The HTML report can be opened via the index.html at the root of the report.
This will immediately open the Device Details tab (if included) or timeline.

The top of the screen will include the Report Details and several tabs to access each of the different sections of
the report.

Case : 12345
Exhibit : IDW1
Examiner : Whiffin
ArtEx AnEx Verslon: 2.8.0.2
r@ Device Details T E T ® T @ 1

New name

iPhone X iPhone10,6 D221AP

iPhone OS5 16.3 (21D5026f)

( Acoounts H Settings |

| r—— PN —— [ BN

The Device Details and Contacts tabs are straightforward reports based on the data in ArtEx.

Timeline and Locations are more interactive in order to handle the vast amount of information that may be
contained.

Both Timeline and Locations follow the same basic structure.

[E T G)Tlme\ine T 9 ] Print
B e timeline R & | ¥ Data Types
= 7 R
=3 1 Y Il |
L " Y AL RowlD _ lcon StartTime _ EndTime _ Activity MetaData Source
1 20230428 Battery Level (69%) knowledgeC.db
B oserswrc) [Z0BJECT :
10330]
2 2023-04-28 Battery Level (68%) knowledgec db
D 21018 uTe) [ZOBJECT :
10352)
3 2023-04-28 Battery Level (67%) knewledgeC
D 3 41:36 (UTC) [Z0BJECT
10380]
4 2023-04-28 Battery Level (66%) knowledgeC db
D s 36 (UTC) [Z0BJECT
10390]
5 2023-04-28 Battery Level (65%) knowledgeC db
E 12:50:56 (UTC) [ZOBJECT
10396]
[ 2023-04-28 Battery Level (64%) knowledgeC.db
ED 2525 o) [ZOBJECT -
10413]
7 20230428 Battery Level (63%) knowledgeC.db
ED 325786 W) [ZOBJEGT -
10414]
8 2023.04-28 Battery Level (62%) Kknowledgec db
D 25818 utc) [ZOBJECT :
10415]
9 2023-04-28 Battery Level (61%) knewledgeC
D 12:58:36 (UTC) [ZOBJECT
10416]
10 20230428 Battery Level (60%) knowledgeC.db
C] 12:58:56 (UTC) [Z0BJECT
10418]
1" 2023-04-28 Battery Level (59%) knowledgeC db
D 12:59:16 (UTC) [Z0BJECT
10423]
=
1 - Reports Tabs
2 - View Options
3 - Graph / Map
4 - Graph / Map Navigation
5 - Graph / Map Zoom Controls
6 - Data Type Filter
7 - Date Table
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Reports Tab
This row of tabs allows quick navigation between the sections of the report.

View Options
View Options allows you to view the table data without the graph or map, with the graph / map and table side
by side (Horizontal) or Graph / Map on top and table on bottom (Vertical)

Graph / Map
The main Graph or Map image.

Graph / Map Navigation
If Report Elements have been used to save additional graph and map images, they can be navigated here using
the Previous and Next buttons.

Graph / Map Zoom Controls
Zoom in/out of the image.

Data Type Filter
The report provides basic filtering options to remove records based on their type. Blue buttons are turned on.

Battery Data Usage Plugged In

Date Table

The data is broken down by date and each date of interest must be expanded by pressing the header

d
_i

2023-04-28 Battery Level (69%) knowledgeC.db
10:50:16 (UTC) [ZOBJECT :
10330]
2 2023-04-28 Battery Level (68%) knowledgeC.db
D 12:10:16 (UTC) [ZOBJECT :
10352]
3 2023-04-28 Battery Level (67%) knowledgeC.db
12:41:36 (UTC) [ZOBJECT :
10380]

Save CSV

This option saves the table to a CSV file. No additional options are taken into account.

Save Graph

This option will simply save the graph image to a file.
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Report Creator
The Report Creator is designed to create the barebones of an artifact centered report, listing the basic
information about each artifact type and giving you the opportunity to add additional information where
required.

Each artifact type included in the Report Creator report will also output an individual report for that specific
artifact, linked via the main page.

- o X ‘
Examiner Narrative for Plugged In I Save Narrative _@
-~ Battery [2332]
--0(J Buttons [10]
@ Camera Use
8= CarPlay App Usage
8@ Data Usage
0 i0S Updates [0]
0 Passcode Change
8% Plugged In
O¢ Power Events s
Ou: PowerlLog Speaker _@
@8 Ringer
835 Time Changes A
O Torch [0] '
0@ Wipe Events [0]
O Wifi Networks [0] . “I'lEx EE'I
ArtEx Report Creator
Camera Use
0 records are included in the report from between 2024-09-30 12:00:00 AM (UTC) and 2024-10-07 12:00:00 AM (UTC).
CarPlay App Usage
0 records are included in the report from between 2024-09-30 12:00:00 AM (UTC) and 2024-10-07 12:00:00 AM (UTC).
Data Usage
1 records are included in the report from between 2024-09-30 12:00:00 AM (UTC) and 2024-10-07 12:00:00 AM (UTC).
The earliest record within that timeframe was at 2024-10-02 11:52:04 AM (UTC) and the last record within that timeframe was at 2024-
11:52:04 AM (UTC).
Reports
Data Usage.htm| M
< >
Waiting...
1 —Save Report 4 — Artifact Opinion Text
2 —Select / Deselect Artifacts 5 —Save Narrative Text
3 — Artifact Tree 6 — Report Preview

Save Report
This will save the report that is currently presented in the preview window, along with any associated items.

Select/Deselect Artifacts
This will select or deselect all artifacts in the Artifacts Tree for inclusion or exclusion in the report.

Artifact Tree
This tree will show all artifacts processed in the TimelLine view.

Artifact Opinion Text
With an Artifact selected in the Artifact Tree, you can enter opinions about the item that you would like to
include in the final report. Note that some “opinion” text will be populated automatically.

For example, the artifact will automatically include a count of the number of records of that type that were and
the date of the first and last record.
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Save Narrative Text
This commits your narrative text to the report. It can always be altered later if required.

Report Preview
This is the final HTML report that is being generated.

It is broken down by artifact type and each artifact will have the automatic opinion, custom opinion and report
links.

Report Elements

Report Elements allows you to store and report several Timeline graph or Location map images.

=
. e +
Throughout ArtEx, there are several locations where you will find the “Add to Report Element” button E——' .

This button will add the specified image to the Report Elements which is accessible via the Right Pane.

x Report Elements | The Report Elements feature lists all images that have been saved.
The Red cross above each item will remove the item and the Black
Timeline 1 ® cross at the very top will remove all items from the Report Elements
tab.

Clicking an item will open it up for closer inspection.

Locations 1 ®

Q .
f

Tyt iy s

Locations 2 ®
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Closing an Extraction

You have two options for closing ArtEx cases.

1) Close ArtEx window
2) Pressthe button underneath eh extraction name and path.

Abe’s iPhone
M\Extractions\CTF2023\CellebriteCTF23_Abe\UFE!
3 e

In either case, you will be asked if you would like to keep or remove the temporary files that were
created.

Removing the temporary files is ideal to minimize the resources required by ArtEx however subsequent
openings of the same extraction will be required to extract files again.

RTX

RTX (pronounced “r-tex”) is designed to reduce time loading a case for the second or subsequent times.

An RTX file can be created by default whenever you Begin case by turning on the Automatic RTX
Creation in the settings.

However, if this setting is turned off, there is a manual option too.
Once a case is parsed, a B button appears underneath the extraction name and path.

j E Abe’s iPhone
M:\Extractions\C TF2023\CellebriteCTF23_Abe\U
[ s | cies ]

\znzmazamnn B |2D2}I}E3D[)DDD O sn p!

At this point, the, save button is gray and the text reads “Save”.
Pressing this button will change the colour to Red and the text to “Recording”.

The directory structure and parsed data is immediately recorded to the RTX file and any subsequently
parsed data or changes will also be automatically saved.

Pressing the “Recording” button again will stop the ongoing save activity.

Opening an RTX file will load the saved directory information, parsed records and cached images to
speed up the initial processing.
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Extraction Comparison

The extraction comparison is an experimental tool designed to identify differences between file
systems and database schemas of two different extractions.

It can be launched from the Directory View

B Extraction Comparison -~ o %
Create Comparison Database Fun Comparison
Files based on extension (eg sqite, db. sqite3) (] Fie @ Extension
sjte, sqte3, db, dostore Fle1 Fnd
B HahFle  Fie2 Find

: [§ Save Details

The top left of the window is the Create Comparison Database frame. This is the first step in creating a
comparison.

Create Comparison Database
Files based on extension (eg sqlte, db, sqlte3) () File @ Extension

sqlite, sqlite3, .db, dbstore

@ Hash File

Create Database

You can choose to include specific File by entering the path and selecting the File checkbox, or enter
the extension of the files you want to include and choose the Extension checkbox.

You have the option to hash the file also.
Press Create Database.
ArtEx will extract the specified files and create a database of the database, tables, fields and datatypes.

Once completed, the first step is over, and you can close the screen.

The second step is to load another extraction and launch the Comparison window again, repeating the
steps from above.
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Once completed, you will have 2 databases ready for comparison. This can be done immediately from

the same Comparison window, or launched from the Extraction Finder.

The top right of the Comparison Window is the Run Comparison frame.

Run Comparison

File 1

File 2

Compare

Use the Find buttons to point to each of the database created and then press Compare.

ArtEx will compare the 2 previous outputs and provide a list of differences.

N

8 Extraction Comparison
Run Comparison
O Fie @ Btension
File 1 C\Users'iwhif\Desktop'Compare* 16 salte

Create Comparison Database:
Files based on extension (eg salte, db, saite3)
sqite. salte3, db. dbstore

@ HashFie  Fie2 C:\Users'iwhiDesktop'Compareh17 sqlte

Run Comparison Completed

Start

‘mobile'\Medi sqlite Mismatch Schema is diferent in both extractions

‘mobile\Media\Photo DataPhotos. salite-shm Schema Match

: 5 Save Details

Missing Table From 16.sqlite

5 Records
FilePath FileHash Resuk Details
\Mobile Documents'com~apple CloudDocs\Downloads\. Photos sdji Only in 16.sqlite
AL salte Msmatch Schema is diferent in both extractions Click to see details
AL salte-shm Schema Match

Z_3HIGHLIGHTSBEINGADAPTIVEASSETS
Z_3HIGHLIGHTSBEINGADAPTIVEEXPLICITLYADDEDASSETS
Z_3HIGHLIGHTSBEINGADAPTIVEEXPLICITLYREMOVEDASSETS
Z_3HIGHLIGHTSBEINGADAPTIVEEXTENDEDASSETS
Z_3HIGHLIGHTSBEINGADAPTIVESUMMARYASSETS

Missing Field From 16.sqlite - ZADDITIONALASSETATTRIBUTES

ZDUPLICATEDETECTORPERCEPTUALPROCESSINGSTATE

The first column provides the path.

The second column provides details of if the files hash matches.
The third column gives more information about the analysis.
The fourth column provides the most detail.

Clicking on a row may provide a more thorough breakdown of the differences between the files.
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My Parsers [BETA]

My Parsers is a new feature to allow you to utilize ArtEx’s interface for reporting on your own research.
Note : It is in its initial stages and may not work entirely as expected.

Note that the release notes, like this feature, are still a work in progress.

1. Open the database you are interested in.
2. Run whatever SQL queries you want.
3. Press the My Parser button.

= Callitory toredats |
SOL Veewsr S0 Erlorer WAL s

P eecresat [ comesueies | (5] CTIWAL sencing s [y e | 0 B EC e
SELECT * FROM ZCALLREGORD No Suggestions
[ - Jax 14 ][ Weh WAL@) ithout WAL Combired @

D ZCALLDBPROPERTIES
1 Records

D cometonm e G -
Z ZemT ZorT ZANSWERED ZCALL CATEGC ZCALLTYPE  ZDISCONNECTI ZFACE_TIME_D ZFILTERED_ DL ZHANDLE_TYP! ZIUHKCONFIDI
v 2 1 o 1 ' o [ o 2 o

[TT] ZHANDLE 2 2 2 1 1 1 1 0 0 2
2Rscards

B = A [[g

E Z_2REMOTEPARTICIPANTHA
2Recarts

[T Z-METADATA

1 Recoms
[] ZMoDELCACHE
Z_PRIMARYKEY
= 3 Recants
7 Tables || 2Raws 01 el Setected)

4. This will launch the My Parser window.

o MyParsers [Beta] - o x

Parser Name Version [1 Save
My New Parser ‘ o |

Rule 1 Focus

@— SOL [SELECT * FROM ZCALLRECORD Limit Example
10 v

E(:F):ammnms shownuLl B [ (9 -

Z_PK Z_ENT ZOoPT ZANSWERED  ZCALL_CATEG( ZCALLTYPE ZDISCONNECTI ZFACE_TIME_D ZFILTERED_OU ZHANDLE TYPI ZJUNKCONFIDE ZNUMBER_AVA ZORIGINATED ZRE/
» 01 2 2 0 1 1 € 0 2 [} [} 0 1
02 2 2 2 0 1 1 3 0 2 0 (] 0 1
03 3 2 2z 0 1 1 6 0 2 o 0 0 1
[ 4 2 2 0 1 1 6 0 2 0 (] 0 1
05 5 2 1 1 1 ] 0 0 1 0 ] 0 1
06 6 2 1 0 1 0 o 0 1 o 0 1 1
o7 7 2 1 1 1 [} 0 0 1 [} [] 0 1
0 3 2 1 0 1 0 0, 0 1 0 i 1 1
lcon  Activity Start Time End Time Metadata Message
\ I < -
D - “llsuc - ~ | [ Isutc

Add New Rule
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1 - Parser Details
2 —Rules
3 —Add Rule

Parser Details
The Parser Details pane allows you to enter a parser name, description and details.

Rules
Each Parser can have a maximum of 5 rules and the Rules area requires additional explanation.

Rule 1 Focus

SCL [SELECT * FROM ZCALLRECORD Limit Example
10 v

)

?

E(F)Corwerl[}atﬁ Show NULL [ @ @ -

?

Z_PK Z_ENT Z_OPT ZANSWERED ~ ZCALL_CATEGC ZCALLTYPE  ZDISCONNECT! ZFACE_TIME_D ZFILTERED_OU ZHANDLE_TYP| ZJUNKCONFIDE ZNUMBER_AVA ZORIGINATED ZRE/
» 01 2 2 0 1 1 6 0 2 0 o o 1
0z 2 2 2 0 1 1 6 0 0 (] 0 1
03 3 2 2 0 1 1 6 0 2 0 0 o 1
0 4 2 2 0 1 1 [ 0 2 0 (] 0 1
05 5 2 1 1 1 0 o 0 1 0 o o 1
% [ 2 1 0 1 ()] 0 0 1 0 (] 1 1
o7 7 2 1 1 1 0 0 0 1 0 ] 0 1
08 4 2 1 ] 1 0 0 0 1 0 L1} 1 1
@— lcon  Acthvity Start Time End Time Metadats Message
| I[ V| -
5 ~| O lsume ~|Csute

1-SQL Statement 4 — Parser Preview
2 —SQL Results
3 —Parser Mapping

For example, entering the SQL

SELECT * FROM ZCALLRECORD WHERE ZORIGINATED

1
[E

Will result in a list of all outgoing calls

Rule 1 Focus

SOL  |SELECT * FROM ZCALLRECORD WHERE ZORIGINATED = 1 Limit Example
10 ~

»

E(f)mnvmnats show UL B 5] @ @

Z_PK Z_ENT Z_0OPT ZANSWERED  ZCALL_CATEGC ZCALLTYPE ZDISCONNECTI ZFACE _TIME_D ZFILTERED_OU ZHANDLE TYPI ZJUNKCONFIDE ZNUMBER_AVA ZORIGINATED ZRE/
» 01 2 1 0 1 0 [} 0 1 0 0 1 1
02 3 2 1 a 1 0 o 0 1 o 0 1 1
03 10 2 1 0 1 0 6 0 2 0 0 1 1
04 12 2 1 a 2 0 6 0 2 o 0 1 1
05 13 2 1 o 2 0 6 0 2 0 0 1 1
06 16 2 1 a 1 0 6 [) 2 o 0 1 1

45Rows (1 Cell Selected)
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You can then begin mapping the items which will automatically update the parser preview.

Activity Start Time End Time Metadats Message Media

[owgoma ol I B .

StartTime Activity MetaData Source.
| Outgong Cal | ‘CalHistory storedata [ZCALLAECORD €]
Ouigang Cal | Calkistory storedata [ZCALLAECORD 8]

| Outgong Cal  CalMistony storedata [ZCALLRECORD-10]

Callisoey soredata [ZCALLRECORD 12)
Outgong Cal (Callisoey storedata [ZCALLRECORD 13]
Outgong Cal | CalFistory storedats [ZCALLRECORD-16]

Outgaing Cel Calkistory storedets [ZCALLRECORD. 17]

rEREAEAR:
|
£

OungnaCal | [ZCALLAECORD. 18]

Fields such as Icon and Activity are free for you to enter whatever you want.

Some fields must be mapped to the database. For example, Start Time. In these cases, select the
appropriate field from the drop down list.

lcon  Activity Start Time Enc

‘Outgomg Call ‘ |v E
ZPK C

ZENT

Z_0PT

ZANSWERED

ZCALL CATEGORY
ZCALLTYPE
ZDISCONNECTED_CAUSE
ZFACE_TIME_DATA
ZFILTERED_OUT REASON
ZHANDLE TYPE =

fonl StarTime A{ZJUNKCONFIDENCE
712176504.418016 O ZNUMBER_AVAILABILITY I:
ZORIGINATED
T12177035.73847 Ou{ZREAD
ZVERIFICATIONSTATUS
712182013.182804 o
ZDURATION |
712182373.260438 Ou ZADDRESS
7150_COUNTRY_CODE
712133648.484633 OuZLOCATION
INAME
712185067.582916 Ol ZSERVICE_PROVIDER I
ZUNIQUE_ID
712254258 607725 0w ZIMAGEURL
ZLOCALPARTICIPANTUUID
T e 5 ZOUTGOINGLOCALPARTICIPANTLUID |

PARTICIPANTGROUPUUID -
| “Source

You may notice this populates the Start Time exactly as it is in the database and still requires
converting to a timestamp. This can be done by selecting the appropriate epoch from the list.

lcon  Activity Start Time E

[Outgoing Cal | [zoate -|[

MAC Absolute

MAC (ManoSeconds)
Unix

Unix (Millisecands)
Google Chrome

FireFox
StartTime
20230727 18:48:24 (UTC) Outgoing Call
20230727 18:57:15 (UTC) COutgaing Call
20230727 20:20:13 (UTC) Outgaing Call
20230727 20:26:13 (UTC) Outgoing Call
20230727 20:47:28 (UTC) Outgaing Call
20230727 21:11:07 (UTC) Outgaing Call
20230728 16:24:18 (UTC) Outgoing Call
2023-07-28 16:32:04 (UTC) Outgaing Call

The Metadata field is a semi-custom field depending on the type of data being parsed.
In this instance, we will treat it as an open field.
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Type in the name of the data and select the field from the drop down list:

Metadata

Duration: <ZDURATION:=
MName: «ZNAME>

|Addu5§ v | |}_'ADDRESS v | =

Press the + button to save the item.

This will be viewable in the Parser Preview.

lcon  StartTime Activity MetaData Source

At this point, you may consider this Rule Complete and press Add New Rule where the SQL can
be changed to Incoming calls.

[T ——
P— h Vesen 10 =
My New Call History Parser ‘ e | —
R Deseription | parser Description
Rule 1 Focus
Rule 2 Focus
saL rﬁcr-mmm:ommnxwmmm:n Limit Exampla
0
D oot S5 G -
TN TR MWD OALOAT SANLTITE  TORCOWEETI S TWE LTINS o FAMOIE Y TANCONIO RGN SORGHATE TR PepeATOR e oo

\ o 0 \ \ wmar v o

: 2 o 1 1 s
|| . aBws w0

o
| ‘z ln 1 1 s LI |1 ‘n |o

ken  Actnity
q ficoring Cal ] [zosre - ) [Buration: <ZDURATIGH>
N MAC Absolute: - @ sUE 18UTC | Address: <ZADDRESS>

Once you have added all rules, press Save in the top right.

Your new parser will be saved to the location specified in Settings and added to the My Parsers section
of the Timeline.

My Parsers X A
Q My New Call History Parser

It can now be used like any other parser.
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4 iclcome! B Device ops Keychain Contacts (T) TieLine © Locations =1 Directary
=
== EEE  Unableto draw graph largerthan 31 days [F[] €€ € > 3 [ showTime |[(B)|| @ @
N r—r 1 L ]
My Parsers X A lcon StartTime Activy VetaDats Source.
A 202307-26 13:34:42 (UTC) Incoming Cal Durstion: 0 CallHistory storedata [ZCALLRECORD - 2]
Mame:
-]
Address: +7196494670
N liz 20230726 193511 (UTC) Incoming Call Duration: 0 CallFistory storedata [ZCALLRECORD : 3]
Name
a
Address: +7195434570
M liz 20230726 213145 (UT0) Incoming Cal Durgtion: 0 CallHistory storedata [ZCALLRECORD - 4]
Name:
a
Address: +15639293174
N 2 20230727 184523 (UTC) Incoming Call Duration: 95.65569198131561 CallFistory storedata [ZCALLRECORD : 5]
Name: This Is DFIR Twa
-

More complicated parsers can also be created by utilizing the additional options in the Rules pane.

e JOINS are permitted to make more complicated SQL Queries
e More complicated Mapping such as:
o Add Media using the Media Block

Media
FilePath: «ZDIRECTORY > < ZFILENAME>

o Add Maps using the Media Block

Media

Latitude: < ZLATITUDE=
Longitude: <ZLOMGITUDE>

Source

StartTime Activity MetzData ImagePreview
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Use Deserialized Data

Close

Deserialized Data

A8 you select objects, you il see their Adidress and Exampie dita popuiate elow, Give the tem a Label and press Add.

Example

Label Address.
edi0

Number | \Sobjects 15, data S objects\aD

our selestions wil be added here:

e )

[NumiberSobjects\ 1\ NS data' Sobjects\ 50

Press here when fnished

== [F oo om0

Flesotved BPList Troe Veew XML View  Hex

Vietjects\1

§) supportsBackgroundExe.
7) subritleFormatstringLe

1) bundleldsntifier

BMmcow>aX

Add the label information at the left and use the tree to find the appropriate node.

Amay Number Te

+ Boolean Data Date
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